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SSL(Secure Sockets Layer)SSL(Secure Sockets Layer)

A Technical Security Standard to secure the 

safety of Internet packets transmitting between 

server and browser.

SSL is an Enterprise Standard adopted by 

millions of websites to safeguard their on-lined 

transaction. It ensures the privacy and integrity of 

transmitted data during the transaction process. 

Each web server requires one SSL certificate to 

protect its safety of linkage. 
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HTTPS - Encryption HyperText

Transfer Protocol

1. It is the safeguarded version of HTTP to securing the safety of 
transmitted data. 

2. Engaged with SSL layer, the transmission of data for HTTP is 
fully protected to form a secured base of HTTPs.

3. HTTPs is a combination of HTTP and SSL. It does not use the 
HTTP’s Port and is able to certify ID of each internet packet.
（Between the HTTP and the TCP）。

4. HTTPs was originally developed by Netscape, it provides ways 
to certify IDs and encrypt the communication data.

5. SSL is often used for E-Commence System such as online 
payment.
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Operating Theory (1)Operating Theory (1)
1. Utilizing Man in the middleMan in the middle attack (MiTM)

or Monkey in the middle  Monkey in the middle  concept

This system pretends as gateway/proxy gateway/proxy to get 

public keys (Decryption/Encryption keys) by 

cheating when the data is transferred via Internet 

in order to decrypt the information.

Certify IDCertify IDCertify IDCertify ID



62007/9/22

Operating Theory (2)Operating Theory (2)

2. Offline Decryption and Decoding

HTTPS/SSL Network Forensic Device can 

decrypt and decode (integration with E-Detective 

system) HTTPS web content if the private key 

used is known.

Certify IDCertify IDCertify IDCertify ID
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Equipment ExpansionEquipment Expansion
One of primary auditing features is it is able to be 

integrated with E-DETECTIVE system and its database, 

in order to exchange/decode/analyze the data. It can be 

integrate with E-DETECTIVE in one appliance or it can 

be a standalone device.
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Decrypting Packets by Known Public Decrypting Packets by Known Public 

KeysKeys

Able to Cooperate with 
SSL server and obtain its 
public keys in order to 
decrypt all data related to 
this SSL server.

Decrypting the HTTPS’s 
packets by entering the 
existed authorized public 
keys.
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User InterfaceUser Interface

Menu – Https Set 

‧‧‧‧IP Inspection SetIP Inspection SetIP Inspection SetIP Inspection Set

‧‧‧‧The status of The status of The status of The status of IPsIPsIPsIPs
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User InterfaceUser Interface
Https Set

Entering Entering Entering Entering IPsIPsIPsIPs you want to you want to you want to you want to 
inspect here.inspect here.inspect here.inspect here.
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User InterfaceUser Interface
Https Set

Showing the latest status Showing the latest status Showing the latest status Showing the latest status 
of inspected of inspected of inspected of inspected IPsIPsIPsIPs, the info , the info , the info , the info 
is autois autois autois auto----refreshed.refreshed.refreshed.refreshed.
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User InterfaceUser Interface
Https Set

192.168.1.84

Entering the IP on the Entering the IP on the Entering the IP on the Entering the IP on the 
blank field, users press blank field, users press blank field, users press blank field, users press 
the button the button the button the button “Add rowAdd rowAdd rowAdd row” to to to to 
add more add more add more add more IPsIPsIPsIPs....



132007/9/22

User InterfaceUser Interface
Https Set

Press this button to Press this button to Press this button to Press this button to 
start inspecting.start inspecting.start inspecting.start inspecting.
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User InterfaceUser Interface
Https Set

The last input The last input The last input The last input 
of of of of IPsIPsIPsIPs
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User InterfaceUser Interface
Menu – E-Detective System

Link to ED systemLink to ED systemLink to ED systemLink to ED system
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User InterfaceUser Interface
E-Detective

Pop up the ED systemPop up the ED systemPop up the ED systemPop up the ED system’s s s s 
login pagelogin pagelogin pagelogin page
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User InterfaceUser Interface
E-Detective The info of Date/Time, The info of Date/Time, The info of Date/Time, The info of Date/Time, 

IP, URL. IP, URL. IP, URL. IP, URL. 

Click this URL to show Click this URL to show Click this URL to show Click this URL to show 
the contentthe contentthe contentthe content
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User InterfaceUser Interface
E-Detective WebpageWebpageWebpageWebpage’s contents contents contents content
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User InterfaceUser Interface

Menu – VERISIGN SETUP

To generate a fake certificateTo generate a fake certificateTo generate a fake certificateTo generate a fake certificate
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User InterfaceUser Interface
Verisign Setup

Entering the fake info to Entering the fake info to Entering the fake info to Entering the fake info to 
produce a fake certificateproduce a fake certificateproduce a fake certificateproduce a fake certificate
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User InterfaceUser Interface
Menu – Firewall Set

Set up a list to allow Set up a list to allow Set up a list to allow Set up a list to allow 
specific users to log specific users to log specific users to log specific users to log 
into this systeminto this systeminto this systeminto this system



222007/9/22

User InterfaceUser Interface
Firewall Set

An allowed list to specify An allowed list to specify An allowed list to specify An allowed list to specify 
which IP is able to access which IP is able to access which IP is able to access which IP is able to access 
this system. this system. this system. this system. 
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User InterfaceUser Interface
Menu – Password Update

Change the passwordChange the passwordChange the passwordChange the password
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User InterfaceUser Interface
Password update

Providing the function to Providing the function to Providing the function to Providing the function to 
change the passwordchange the passwordchange the passwordchange the password
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User InterfaceUser Interface
Menu – Network Set

Configuration Configuration Configuration Configuration IPsIPsIPsIPs
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User InterfaceUser Interface
Network Set

Configuration of IP, Mask IP, Configuration of IP, Mask IP, Configuration of IP, Mask IP, Configuration of IP, Mask IP, 
Broadcast IP, Broadcast IP, Broadcast IP, Broadcast IP, GetewayGetewayGetewayGeteway IPIPIPIP
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User InterfaceUser Interface
Menu – System Info

To show the status To show the status To show the status To show the status 
of HD and Memory of HD and Memory of HD and Memory of HD and Memory 
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User InterfaceUser Interface
System Info

Showing the HD and MemoryShowing the HD and MemoryShowing the HD and MemoryShowing the HD and Memory’s usages usages usages usage
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User InterfaceUser Interface
Menu – FTP

Providing the FTP way to Providing the FTP way to Providing the FTP way to Providing the FTP way to 
transfer decrypted data transfer decrypted data transfer decrypted data transfer decrypted data 
to the specific ED to the specific ED to the specific ED to the specific ED 
systemsystemsystemsystem



302007/9/22

User InterfaceUser Interface

Menu – SSL packet upload
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User InterfaceUser Interface
FTP – Upload to ED for HTTPS web reconstructing

Specifying where to send the Specifying where to send the Specifying where to send the Specifying where to send the 
decrypted datadecrypted datadecrypted datadecrypted data
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Menu – Log out

User InterfaceUser Interface

Log outLog outLog outLog out
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Frequently Asked Question (1)

1. What is the major usage of HTTPS/SSL Network Forensic Device?

HTTPS/SSL Network Forensic Device (NFD) is used for decrypting of 

HTTPS/SSL Internet traffic, usually for forensic purpose. With the 

integration of E-Detective system with HTTPS/SSL NFD, the HTTPS web 

content can be decoded and displayed in exact web content. HTTPS/SSL 

NFD also can be used as vulnerability accessment tool to check on the 

security level of deployed encrypted network. If the network system can 

be decryted by HTTS/SSL NFD, it means that the network system is not 

secured and implementation of more secured network is needed.

2. Who needs HTTPS/SSL NFD?

Government bodies, police and legal interception agencies, computer 

and network forensic department, banking and finance industry can use 

this device for their operation.
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Frequently Asked Question (2)

3. What method does HTTPS/SSL NFD used to decrypt HTTPS traffic?

HTTPS/SSL NFD utilizes two methods: 1. Man in the Middle Attack (MITM) and 2. 
Offline decryption (through available private key).

4. Can HTTPS/SSL NFD capture username and password of user login into 
secure sites?

Yes, HTTPS/SSL NFD is able to capture login username and password for most of 
the sites (Google/Gmail, Hotmail Live, Yahoo Beta Mail etc) that require 
authentication. 

5. Can HTTPS/SSL NFD decrypt HTTPS web content and even the login 
username and password if the private key is available?

Yes, HTTPS/SSL NFD allows decryption of HTTPS Web content and login 
username and password if user has the private key. To view the content, it must 
integrate with E-Detective system. 
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