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IMPORTANT NOTICE

This guide is delivered subject to the following conditions and restrictions:
Copyright Decision Computer Ltd. 2007. All rights reserved.

The copyright and all other intellectual property rights and trade secrets
included in this guide are owned by Decision Ltd. The guide is provided to
Decision customers for the sole purpose of obtaining information with respect
to the installation and use of the E-Detective System, and may not be used for
any other purpose.

The information contained in this guide is proprietary to Decision and must be
kept in strict confidence.

It is strictly forbidden to copy, duplicate, reproduce or disclose this guide or any
part thereof without the prior written consent of Decision.

Copyright © 2007 Decision Computer International Co., Ltd

1




Content

Chapter 1. INtrOQUCTION .....cvveieiieceece et sae e nns 5
Chapter 2. E-Detective FUNCLION DESCIPLION........ccviieieeieeieseere e 7
A, EMAIlIS RECOIING ...uuvuiiiiiiiiiiiiiiiiiiiiiiiiiii s 8
1. POP3 [INDOUNG] ..ttt 8
Ignore & Ignore and Delete: ..........cccoovevvee i 9

SBAICI: ..t 10
FOWArd EMAILEE ..ot e e reseees 10
ConVErtor: Lol e 11

View Email CONENT: ..o 11

2. IMAP [INDOUN] ... 12
SBAICI: ..t 13

FOWArd EMAILEE ..ot e e reseees 13
ConVErtor: Lol e 13

View Email CONENT: ..o 14

3. SMTP [OUtDOUNT] ... 15
Ignore & Ignore and Delete: ..........ccoevveiiiie e 16

SBAICI: ..t 17

FOWArd EMAILE S ..ot ereseees 17
ConVErtor: Lol e 17

View Email CONENT: ..o 18

3. Webmail [INbound] ......cccooeiiieeeeeeeeee 19
SBAICI: ..ot 20

Forward Email: =S ..o 20

View Email CONENT: ..o 20

4. Webmail (Send) [outbound] .........coooeiiiiiiiiin 21
SBAICI: ..ot 22

FOWArd EMAILEE ..ot e e reseees 22
ConVErtor: Lol e 23

View Email CONENT: ..o 23

B. Instant Messengers (IM) ... 24
L M SN e 24
SBAICI: ..t 25

DISPIAY SEL:...iieiieie et 25

MSN CONVEISALION: ....c.uiiieiiieieeie st sre e sra e 26

2. ICQ /TAODL ... 27
Y= 1 o] o OSSR 28

Copyright © 2007 Decision Computer International Co., Ltd

1




DISPIAY SEL:...iieiecie et 28

ICQ CONVEISALION:......ccviiiieectie ettt 29

. YAHOO o 30
SBAICI: . s 31

DISPIAY SEL:...iieiecie et 31

YAHOO Conversation & Video Conference: ..........cccecevvvervennnnn. 32

4. Q0 e 33
SBAICI: ..t 34

DISPIAY SEL:...iieiecie et 34
Information- How to see the encrypted conversation:................. 35

Step 1 — Download the QQ cracker: .......cccccoevveveviecieenenn, 35

Step 2 — Install QQ cracker into computer. ..........ccccceeevvennee. 35

Step 3 — Decrypt the conversation. .........cccccocvevveveieeseennn, 39

C. Fle TranSfer ... e 43
I e N 43
SBAICI: ..t 44

A A 45
SBAICI: ..t 46

D. WEBSITE ..o e e e 47
L H T TP e 47
SBAICI: ..t 48

2. Web Page [URL CoNtent] .......coooeeeeeieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e 49
SBAICI: ..t 50

Source code: L=l ... 50

B, TeINEL ... 51
I 1= 1= 51
View the DrowSIing ProCESS: .....ccoiveieiieiiere e s ese e e e see e 52

SBAICI: ..ot 52

Fo SETTING e e e e e e e e eaas 53
L1 NEIWOIK S ..oveniiieee e e 53
DEVICE SEIS: . .iiiiiiicieie ettt sra e 54

AV T o 1Y, (o o = ST 55

SNIffer MOAE: ... 58

Bridge MOAE: ... 61

SENDER/ RECEIVER MOdE: ........cccovviiiiiieienc e 64

DINS SeL. ..ot 69
Shutdown/Reboot System & Time adjusting: ..........ccceeuue.e. 69

S (0] - To [P PPRRRPPPPRPPTN 70

Copyright © 2007 Decision Computer International Co., Ltd

2




FIFEWaILL ... 73

4. Edit PASSWOIG......iiiiieiiiiiiiiiie e e e e e e eeneees 74

5. BACKUP DALA ... .o 75
AULO BACKUP: ..ottt 75

BaCKUP: .. i 76

FTP BaCKUP: oot 77

L Lo o -] o [ SURPPRRR 78

7. NEtWOrK RUIES .....veiiie e 79

8. SEUP Mall.. .. 82
Testing the Mail Server Adopted: .........cccccevvvvieeiecece e 82

G, STATUS . 83
1. BACKUP RECOIM ......uuiiiiiiiiiiiiiiiiiiiiiii e 83

2. POt NUMDET ..o e e e e eeeees 84

3. ONINE IP .. 85

4. LOGIN LIS ..o 89

[ 1 T L 90
1. Delete DAta.......ccceevuuiiiiieeeeeeeieeie e 90

[N T, e 90
SCNEAUIR: ... 90

RECOI COUNL ...t 91

Delete All DAta:........ccooiiiiiiieieeee e 91

2. GIOUP S ... e 92
Create NEW GrOUP: ....oooiieiieeriie et 92
Rename the group: ... 92

3. AU USEIS...ceiieiiiiiee ettt e e e e et e e e e e e eenanes 93

4. SyStemM WarNING .....coooiiiieiieeeeee e 94

HD Alarmer & Custom-Made Warning File. ...........cccoocevviieinennns 94

Daily REPOM.....cuiiiiiieiee et ae s 95

5. FIOW WarniNg....ccooo oo 96
ShOW MONITOIEd TP .....ccuiiiiiiiiiee e 96

SNOW Al TP o 96

Edit ADMIN Mall........ccoooiiiiiii e 96

Edit MONItOred P ... 97

SEAICN IP . 97

INterval TIMeE (H)....oooeoiee et 97

. REGISTER ..o 99
J. Data SEAICH.......uuiiie e 100

Copyright © 2007 Decision Computer International Co., Ltd

3




B = 1= /11 11 T TN 100

2. SEAICKH .. 103
= 1 1] 0] L= S 104
EXAMPIE 2. 105
EXAMPIE 3. 106
EXAMPIE 4. ..o 108
EXAMPIE 5. .o 110
EXAMPIE B 112
EXAMPIE 7. 114

K REPOIING e 116

1. Single functional report (Single Report) ........ccccuvvvvveviiieiiinnnnnnnns 116

2. Group IP with Group Report (Group Report) .........cccceeeeeeinnnnns 120

APPENTIX A: QEA ...ttt nra e e e re s 122

Copyright © 2007 Decision Computer International Co., Ltd

4




Chapter 1. Introduction

Internetworking becomes the most popular communications nowadays,
escalation of frequent communications on internet becomes a challenge of
monitoring and management. E-Detective is an Internet Surveillance System.
It intercepts Email, instant messaging, web surfing, file transferring and telnet
sessions. E-detective encourages efficiency, prevents network resource from
abuses, keeps confidentiality from leaking, and monitors activities of
employees.

Network interception is an important approach to gather information of
communications and digital evidence. Interception solutions capture all the
traffic on the network and monitor the activities. It is capable of live intercepting,
real time recording, category classifying, behaviour correcting, data mining,
analysing and statistics.

E-Detective is optimised and based on Linux OS, It provides user friendly
interface powered by Java plug-in, and well-tuned provisioning for easy
installation and starting. E-Detective is capable of deep packet interception on
high speed IP network, and able to target specific objective by using
non-intrusive interception technology. E-Detective is a flexible policy based
and non-intrusive network access behaviour monitoring solution. Alarm is
triggered when violation of rules occurred.

The Benefits of E-Detective:
® Track down work effectiveness and prevent employees' laziness and
boredom
Prevent spam mails and invitation of virus
Prevent cookies with “malicious intent” penetrating the network
Prevent bandwidth wastage
Prevent confidentiality disclosure
Prevent company for being hacked
Protect business right
Traffic management and utilisation monitoring
Managing network access behaviour
Backup and reconstruction of information
Help government and law enforcement agencies neutralize threats
from terrorists and criminals

Copyright © 2007 Decision Computer International Co., Ltd
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Main Features:

Exclusive operating system

Non-intrusion mode means it is undetectable
Web-based management interface

Monitor multiple internet and communications protocols
Access control ensures only authorized use of resources
Easy to define monitoring and alerting rules
Centralized monitoring of local and remote stations
Quick search function

Useful management reports

Data backup and recovery solution

3 Types of Companies that Need E-Detective:

[1] Companies who want to monitor the daily activities of their staffs.

[2] Financial, Banking and Investment companies who want to monitor and
record daily transactions.

[3] Companies like Marketing, Design and Architectural, Research &
Development (R&D) and other corporate businesses which critically need
the prevention of data and confidential information leakage.

E-Detective Basic Application Diagram

The diagram below is a Common E-Detective Application diagram which can
be applied to any company networks. It uses the sniffer technology to sniff or
capture network packets. It uses protocol converter to decode the information
and displayed in original readable format. It also stores the recorded
information.

Internet
Administrator =

Ol

E-Deteciive

|User | |User | |User

Support: http://www.edecision4u.com
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http://www.edecision4u.com/

Chapter 2. E-Detective Function Description

Remote Login
1. Use browser to access E-Detective server. E-Detective system uses 443
port, so please remember to type https://, e.g.https://192.168.1.60 (default)
2. User Name: root
Password: 000000
Choose you preferred language ([ Traditional Chinese ] ~ [ English]) and
press login button.

Security Alerk |
Infarmation you exchange with this site cannot be viewed or
o

changed by others. Howewver, there iz a problem with the site's
zecurity certificate.

& T he zecurity certificate wasz izzsued by a company you hawve
nok chozen to kst Yiew the certificate to determine whether
wou weant to trust the certifping authority.

e The security certificate date is walid.

& The name on the security certificate iz invalid aor does nat
match the name of the site

Do vou want to procesed?

Ma I Wiewve Certificate I

v
/ E-Detective System

Login User : [root

Login Pass : [~
Language : [English =1

g Login

The navigation bar is on the top, and please follows chapters in this manual for
details.

_________ - —

nslilsgn!;-'g =3

= " ’

1 POP3 | 9 Delete | @ lgnare | g lgnare and Delete | R Search Every Page :[15_|[ Confirm |
No. 1] Date-Time Sender Receiver cC Subject Size

No Datas

Total : 0, Total Page : 0, Current Page 0

Copyright © 2007 Decision Computer International Co., Ltd
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https:///
https://192.168.1.60/

A. Emails Recording

E-Detective System records Emails and displays them in original message
format.

Emails recording supports :
1. POP3[inbound ]
IMAP [ inbound ]
SMTP [ outbound ]
Webmail [ inbound ]
Webmail (send) [ outbound ]

A

1. POPS3 [inbound]

Post Office Protocol 3 or POP3 [ inbound ] records information about the Email
such as message arrival (received) time, sending time, sender, receiver,
carbon copy, subject, size and attachment. The POP3 application sample is
like Outllook Express, Microsoft Outllook/ Exchange and etc.

[&1POP3 | 1 Delete | @ gnare | g gnore and Delate | 4 Search jus 1 92 —L Evgwpagem| Confim ||"
No.ge] @ Date-Time Sender Receiver CC 6 Subject Size
1 F 2?%?3053 senice@decision. com tw hgoghys@aﬂamicsolutimcum sonny@atla... l-%['] RE: EDETECTIVE 155K
240 z?gzugauga sancefBeccion cor. by hguhh}'@aﬂamicsulutiuncum s g /] RE. SOETECTIE 1K
10 2?%70230? raci@decision.com ?unny@decision.com.tw 7 b5 1 192.168.1. 90-WEBMAILR ALARM RULE.. BR K
4 [0 i ?370?3033 senvice@@decision corm tw \%@@decismn.cnm.twken@d.. 3['] 8 32K

Features in this user interface (Ul):
[1] : POP3 : Refresh the page.
Delete : Delete the email that is checked.
Ignore : Ignore is to hide the email and put its information into a list
if the email is checked and then click the ignore link. If there are
any coming emails which are the same as the emails in the list, the
system will hide these coming emails. User won't be able to see
them. But system still stores these emails.
Ignore and Delete : This link is to skip any emails and put those
email’'s information into a list when the emails are checked and
click this link. ED system not only to hide the emails but also not

Copyright © 2007 Decision Computer International Co., Ltd
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[2] :

[3] :

[4] -

[5] -

[6] :

[7]:

[8] :

store them if there are any coming emails which are the same as
the emails in the list.

Search : Users search the particular emails based on the specified
condtions such as date, time, ip, receiver, sender...etc.

Every Page: It is to display how many records per page. Users
input the number and press the confim button to set up.

[l checkbox: Records could be deleted or ignored by checking
the checkbox. The checkboxs could be checked respectively or
checked all by clicking the 1% one.

Wl Attachment: There will be a symbol appeared if there is more
than one attachments included.

= : Place cursor on this icon to show recorded IP address.

=% Forward Email: To forward record to a specified email
account.

[=] convertor: A Convertor to convert the subject’s name if the
subject’s name is unreadable.
Subject: Click on Email's subject to see the content or download
mail record.

Ignore & Ignore and Delete:

The following Ul called ignore list will be popped up if users click either the
[Ignore] link or the [Ignore and delete] link because both of these two functions
have the exactly same figure of Ul.

@ lgnore List

M.
1.

2 —t Every Page - [20 Confimm |
Saibject Site

255.8K
1455 0k

Foer. b

Fear Japan Gir

Shovew Sid 1221 Gl
5 —I Total : 3 . Tatal Page @ 1 . Cowrrent Page 1

kgnFdecizion.com b,

drigion. cor. be

i
2 RNEd:
=]

L

Features in
[1] :
[2] :

[3] :

[4] -

this Ignore list:

Delete : Delete the records that are checked.

Every Page: It is to display how many records per page. Users
input the number and press the confim button to set up.

L1 Checkbox: Records could be deleted by checking the
checkbox. The checkboxs could be checked respectively or
checked all by clicking the 1% one.

First, Previous, Next and Last Page.

Copyright © 2007 Decision Computer International Co., Ltd
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[5] :  Current page’s information.

In terms of [Ignore] function, its list records the Email’s information such as
sender, receiver, cc, subject and size that the user are not interested in seeing.
If there are any comings Emails which are the same as the records from this
list, these coming Emails will be hidden but still be stored.

In terms of [Ignore and Delete] function, its list records the Email’s information
such as the sender, receiver, cc, subject and size that the users do not want to
store them into the system. If there are any comings Emails which are the
same as the records from this list, these coming Emails will be auto-deleted.

Search:

Users click on [Search] link to popup the following Ul and search the particular
Emails according to the conditions such as the Date, Time, and IP....etc. Press
the [Submit] button to get the wanted records.

® POP3 Search

Date:||2007-03-01 % . |2007-03-2F7 |

Time: | | - . LTS

1P More IP...

Receiver:

Sender:

i

Subject:

10¥:

Forward Email: ==
The following Ul will be popped up when click the icon “%. In the blank field
users type the email account at where the email is forwarded.

%%J ne-Af192 168 1. 106 - | -_'-:' ;"-__-.- ;J Sl M rhs bbb ne b E E—g- @

L= Forward E-Mail

Forward to:

=T | | Reseto|

e B = B i
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Convertor: [=]

The following Ul will be given if the icon [=] is clicked. Users use convetor to
change the characters if the subject is unreadable. This convertor transfers the

character in different formats such as zh-ch (Chinese), zh-sg (Singapore),
zh-tw (Taiwan), en (English), utf-8, JP (Japanese).

R hnps:/F192_168_1_106/mailfsub_con php?TYPE-POF3& cCHARSET-BI_. [C |[B]E]

&3 Conwverse Subject
Charsets || =h-tww
Original : ;E;gh [ e = SRS M Sh e 2= B B8 BB &~ B 1 SH 1 e
View :|ERNDY ol T SRS M B e T B BE BB B SHSE T
i Subrmit
utf-=3
AP
] FERE =

View Email content:
Click on Email subject, the following two Uls will be given. Users choose open
button to see mail's content or save it into computer.

I e Ehgrwemi bl o

T

e TR T T

D s werd b g, v v e e

- o  POEd Goestal i
= Trem Grber=et £+l Mesiage, 062 K8 L5 gt Mt ot e
Fuws 192, B0L1 .50

[ opn | [ S | |L_Conl Bt some of oy demle 0's npossible Enorense yowr vohame o jot dayps [k wnill

ek Wl il b s breresd s ben asefil, goones e con ]| pAftRes Covripdetely
i ol ol el Saarcn, o redak S
e

& =5 The rerweit Do pou wish ks becsme metl| argmmic? - Wead

Fis  [dt  Vew Tock  Mesiage  belp
g W A . X .
Heply  Raghy 81 Foreard Faid Lot A e
LR

Bhver
[ e TR e

Sabpeuks 5™ Tree Sereed! Do i with 15 bedome mli-ongaiee T

be prest Fed whst you seed here: Bip Cnedepaer comiaaliioom Uee thir 2ah
regpdasly and o'l have the Bssit "W ould you Bks go please your lovely

Hre who awasts much recerves bitle Prevenhon s betier than care
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2. IMAP [inbound]

Internet Message Protocol (IMAP) records information about the Email such as
message arrival (received) time, sending time, sender, receiver, carbon copy,
subject, size and attachment.

| AP | Delete | X Search s { 2wt Fyery page S || Confirm |

Nopel | ieeebimteshitmmes 4 Sender Receiver (C Subject Size
07036 ’ D i , [e—

BT gy sum@ecsincan tapeidecisondacl con 6 ks E{Fw it 8 82K
20070326 g x .

2 3 B T sl o Slbject 0B
20070324 ; g . . .

0 19044 ront@decision. com tapeidecisonacl cor % 1 Bandwidth Monitor Alen W

TR 10 9 e{Total 14, Total Page 5, Current Page 1

Features in this user interface (Ul):

[1] : IMAP : Refresh the page.
Delete : Delete the email that is checked.
Search : Users search the particular emails based on the specified
condtions such as date, time, ip, receiver, sender...etc.

[2] © Every Page: It is to display how many records per page. Users
input the number and press the confim button to set up.

[3] : L1 Checkbox: Records could be deleted by checking the
checkbox. The checkboxs could be checked respectively or
checked all by clicking the 1% one.

[4] : Wl Attachment: There will be a symbol appeared if there is more
than one attachments included.

[5] : =1 : Place cursor on this icon to show recorded IP address.

[6] : = Forward Email: To forward record to a specified email
account.
[7] : [=] Convertor: A Convertor to convert the subject’s name if the

subject’s name is unreadable.

[8] : Subject: Click on Email’s subject to see the content or download
mail record.

[9] :  Current page’s information.

[10] : First, Previous, Next and Last Page.

Copyright © 2007 Decision Computer International Co., Ltd
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Search:

Users click on [Search] link to popup the following Ul and search the particular
Emails according to the conditions such as the Date, Time, and IP....etc. Press
the [Submit] button to get the wanted records.

=R hitps:/7192.168_1 90 - IMAP Search - Microsoft Intex.__ [ |

Date:|2007-03-01  |& - [2007-03-27 |
Time:| [ =-[ =:[ &
A | Mmore 1P...
Receiver:l |
Sender:| |
cc| |
Sul:l-ject:l |
10:| |
Submit
£] 2 & FEESERS

Forward Email:iﬁ-

The following Ul will be popped up when click the icon“=k. In the blank field
users type the email account at where the email is forwarded.

iz Forward E-Mail

Forward to: | |

Ig SERE 2 &b FERSERE

Convertor: [=]

The following Ul will be given if the icon [=] is clicked. Users use convetor to
change the characters if the subject is unreadable. This convertor transfers the

character in different formats such as zh-ch (Chinese), zh-sg (Singapore),
zh-tw (Taiwan), en (English), utf-8, JP (Japanese).

=N hitps:/f192 168 1 _106/mailfsub_con php?TYPE-FPOF3& CHARSET-BI_ __

&3 Conwverse Su bject

Charsets | zh-tw

Original :[[Zhch 4y gem = mmarynsnpe T mraner o 5 B 1402 1584

zh-=
WView : i ol = BERET WL FA e B EF BE OF B 0 BT EHIE 1R E W
i Subrmit
utf-5
JP
& =R =R e
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View Email content:

Click on Email subject, the following two Uls will be given. Users choose open
button to see mail's content or save it into computer.

B ==5=* The rerweit Ds you wish ks beceme mell| arpammic? - Wead

Fils [ Ve Fock  Mesiage belp i
I'lie Dewnisad B B e L )4 p ; _
Heply  Ragly 81 Foressrd Fred ooty L e
D s werd b g, v v e e
[ By

Wame POPY Qesslal i il et £ TETY e o A S ]
= Trom Grierswet £ o4l Mesiage, 5.62 58 L arepi Bl b-Fect ot D

Fusm 192, BE8. 1,50 Sabrpiutts 5™ T Sl Do v with 1 b fti-onmise T

[ open || Sew | |L_Conl Bt some of oy demle 0's npossible Enorense yowr vohame o jot dayps [k wnill
be prest Frd whst you seed here: ip Vnedepar comfaaliiommy e thir 2ab
regpdasly and o'l have the Bssit "W ould you Bks go please your lovely
- vy File b B brreed i bey sl jomes e can poif]| | Paftses Corrpdetely T
@ Fuie g Cimnpuaiin I w2 moR bl the surca, it G
wrew B b e p e ik T

Hre who awasts much recerves bitle Prevenhon s betier than care
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3. SMTP [outbound]

Simple Mail Transfer Protocol or SMTP [outbound] records the information
about the Email such as the message arrival (received) time, sending time,
sender, receiver, carbon copy, subject, size and attachment.

wEMP elele [ Glynore @ Ignote and Lelete | SEAICN e 1 Qéfvew pagE\U| Confim |
No [ ] it 4 Sender Receiver cC BCC Subject Size

NPy Be= 5

1.1/ 152040 ex@seciion com w chang_kan@dzcision.c. . 6 =g [ Project repon E1K
mrEr B g A .

2 150E11 jaB2t@pchome.com w sunny@decision.com.t.. T el Test Subject 7R
mrEr B . ) : 8

130 150114 ad24@pchome.com bw sunnyaecision.comt... ;[] 078

W 123456789 ww 10 0 —IfotaIEhl,Total Page 32, Current Page 1

Features in this Ul:
[1] © SMTP : Refresh the page.

Delete : Delete the email that is checked.
Ignore : Ignore is to hide the email and put its information into a list
if the email is checked and then click the ignore link. If there are
any coming emails which are the same as the emails in the list, the
system will hide these coming emails. User won’t be able to see
them. But system still stores these emails.
Ignore and Delete : This link is to skip any emails and put those
email’s information into a list when the emails are checked and
click this link. ED system not only to hide the emails but also not
store them if there are any coming emails which are the same as
the emails in the list.
Search : Users search the particular emails based on the specified
condtions such as date, time, ip, receiver, sender...etc.

[2] : Every Page: It is to display how many records per page. Users
input the number and press the confim button to set up.

[3] : L) Checkbox: Records could be deleted or ignored by checking
the checkbox. The checkboxs could be checked respectively or
checked all by clicking the 1% one.

[4] : Wl Attachment: There will be a symbol appeared if there is more
than one attachments included.

[5] : =l : Place cursor on this icon to show recorded IP address.
[6] : = Forward Email: To forward record to a specified email
account.

Copyright © 2007 Decision Computer International Co., Ltd
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[7] : [=] Convertor: A Convertor to convert the subject’'s name if the
subject’s name is unreadable.

[8] :  Subject: Click on Email’'s subject to see the content or download
mail record.

[9] :  Current page’s information.

[10] : First, Previous, Next and Last Page.

Ignore & Ignore and Delete:

The following Ul called ignore list will be popped up if users click either the
[Ignore] link or the [Ignore and delete] link because both of these two functions
have the exactly same figure of Ul.

& lgmore List
[(mpetete -1 2 | Every Page : [0 [ Conim 1
Mo, [ a3 sender Heoeiver oC Saibject Site
1. M= ken@decision corn.te kenZdecision.com.ba.. . For. ik 255.8K
2 I kend@decision com, bey kenFZdacision, com, b, Fear Japan Gir 1455 @kl
s dsCisinn. com . be bendecizion. com. b, . Shoa Gird 1221 Gl
I LN r—4 5 —I Total : 3 . Tatal Page @ 1 . Cowrrent Page 1

Features in this Ignore list:

[1] : Delete : Delete the records that are checked.

[2] : Every Page: It is to display how many records per page. Users
input the number and press the confim button to set up.

[3] : [l Checkbox: Records could be deleted by checking the
checkbox. The checkboxs could be checked respectively or
checked all by clicking the 1% one.

[4] :  First, Previous, Next and Last Page.

[5] :  Current page’s information.

In terms of [Ignore] function, its list records the Email’s information such as
sender, receiver, cc, subject and size that the user are not interested in seeing.
If there are any comings Emails which are the same as the records from this
list, these coming Emails will be hidden but still be stored.

In terms of [Ignore and Delete] function, its list records the Email’s information
such as the sender, receiver, cc, subject and size that the users do not want to
store them into the system. If there are any comings Emails which are the
same as the records from this list, these coming Emails will be auto-deleted.
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Search:

Users click on [Search] link to popup the following Ul and search the particular
Emails according to the conditions such as the Date, Time, and IP....etc. Press
the [Submit] button to get the wanted records.

23 htips://192_168.1 .90 - SMTP Search - Microsoft Internet .. [= |

Date:|2007-03-01 |& _ [2007-03-2F |&
Time:| ~|:| v | ~|:|  ~]
|P=| | More IP...
Receiver:l |
Sen(ler:l |
el |
BCC:| |
Sul]-je(:t:l |
1D:|| |
Submit

Forward Email: “ck
The following Ul will be popped up when click the icon“=k. In the blank field

= Forward E-Mail

Forvard to: | |
ok || Reset |

&] ==t T

Convertor: [=]

The following Ul will be given if the icon [=] is clicked. Users use convetor to
change the characters if the subject is unreadable. This convertor transfers the

character in different formats such as zh-ch (Chinese), zh-sg (Singapore),
zh-tw (Taiwan), en (English), utf-8, JP (Japanese).

=R hitps-/7192_168_1_106/mail/sub_con php?TYPE-FOF32 cCHARSET-EI __ [C |[B]|E]

&3 Conwverse Su bject

Charsets | zh-tw

Original :[[Zhch 4y gem = mmarynsnpe T mraner o 5 B 1402 1584

zh-=
WView : i ol = BERET WL FA e B EF BE OF B 0 BT EHIE 1R E W
i Subrmit
utf-5
JP
& =R =R e
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View Email content:

Click on the link Email subject, the following two Uls will be given. Users
choose open button to see mail’'s content or save it into computer.

B ==5=* The rerweit Ds you wish ks beceme mell| arpammic? - Wead

Fils [ Ve Fock  Mesiage belp i
I'lie Dewnisad B B e L )4 p ; _
Heply  Ragly 81 Foressrd Fred ooty L e
D s werd b g, v v e e
[ By

Wame POPY Qesslal i il et £ TETY e o A S ]
= Trom Grierswet £ o4l Mesiage, 5.62 58 L arepi Bl b-Fect ot D

Fusm 192, BE8. 1,50 Sabrpiutts 5™ T Sl Do v with 1 b fti-onmise T

[ open || Sew | |L_Conl Bt some of oy demle 0's npossible Enorense yowr vohame o jot dayps [k wnill
be prest Frd whst you seed here: ip Vnedepar comfaaliiommy e thir 2ab
regpdasly and o'l have the Bssit "W ould you Bks go please your lovely
- vy File b B brreed i bey sl jomes e can poif]| | Paftses Corrpdetely T
@ Fuie g Cimnpuaiin I w2 moR bl the surca, it G
wrew B b e p e ik T

Hre who awasts much recerves bitle Prevenhon s betier than care
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3. Webmail [inbound]

E-Detective System records the webmail (Yahoo mail, Hotmalil etc.) contents.

e mal  efele QX Seatch s 1 2 =={Shov Hode O P 0 PC Nl Every Eaiﬂ Carfm |
Webmail

- 5
No. o] Date-Time IP P N URL 3 T
W0 AT 1R 192168.1.20 4 mal ggyaya.com yigias
L0 20070327 15:38:46 192160120 § = © mail.gigigaga.com gigigaga
140 A0MET R 192168120 T e 7 yialgaga
B O il otal 51, Total Page 17, Current Page 1}

Features in this Ul:

[1] ©  Webmail: press to refresh
Delete: Delete the records that are checked.
Search : Users search the particular record based on the specified
condtions such as dater, time, IP, URL...etc.

[2] ©  Show Mode: Show the either IP or computer name for each record.

[3] : Every Page: It is to display how many records per page. Users
input the number and press the confim button to set up.

[4] : L1 Checkbox: Records could be deleted by checking the
checkbox. The checkboxs could be checked respectively or
checked all by clicking the 1% one.

[5] : I=F Source code: To display the source code of webmail page.

[6] : = Forward Email: To forward record to a specified email
account.

[7]1 © Subject: Click on Email’'s subject to see the content or download
mail record.

[8] :  First, Previous, Next and Last Page.
[9] :  Current page’s information.
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Search:

Users click on [Search] link to popup the following Ul and search the particular
record according to the conditions such as the Date, Time, and IP....etc. Press
the [Submit] button to get the wanted records.

A hitps://192_168.1 90 - Webmail Search - Microsoft Inter._. [= |[B1][BX]
Date:|2007-03-01  |&  [2007-03-27 |&
Timel_S]:[_S-[ 9.

|P=| | More IP...
URL:| |
WebMail Type:
0] |
Submit
&1 =Y

Forward Email:é‘?-i

The following Ul will be popped up when click the icon“=k. In the blank field
users type the email account at where the email is forwarded.

iz Forward E-Mail

Forward to: | |
ok [l Reset |

@ SERE 2 &b FERSERE

View Email content:
Click on the link [subject], the following Ul will be given to view the content.

Add To Hotmail
Contacts
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4. Webmail (Send) [outbound]

E-Detective System records the Emails’ content if targets login to the webmail
server (Yahoo, hotmail...etc) to send out emails.

1 \Wetrnal (Sen) | fDelte | & Searchh= 1 2 Fverypage || Conim |

Nopl | ebrtesbimme= 3 Sender Receiver (C BCC 678 Subject W%!:;:LMI
1 207327 B B “5 [!] . i
. 094298 Z\lEMDB@dEUSWn 1% [ Mo SUhJECt SREONE

7037 B — —

2 @50 IEMIRE i nailshaogddacision... 19 MPEERUEE seadnat

a3y B . )

140 R0 B nuga <printk@y.. 12 [im TEHE; seadnat
177255789 e 11 40 sse{Total 29, Total Page 10, Current Page 1}

Features in this Ul:

[1] ©  Webmail (Send) : Refresh the page.
Delete : Delete the email that is checked.
Search : Users search the particular emails based on the specified
condtions such as date, time, ip, receiver, sender...etc.

[2] : Every Page: It is to display how many records per page. Users
input the number and press the confim button to set up.

[3] : Wl Attachment: There will be a symbol appeared if there is more
than one attachments included.

[4] : [J Checkbox: Records could be deleted by checking the
checkbox. The checkboxs could be checked respectively or
checked all by clicking the 1% one.

[5] : =l : Place cursor on this icon to show recorded IP address.

[6] : '-I-' Download: To download emails.

[7] : = Forward Email: To forward record to a specified email
account.
[8] : [=] Convertor: A Convertor to convert the subject’s name if the

subject’s name is unreadable.

[9] ©  Subject: Click on Email’'s subject to see the content or download
mail record.

[10] : Current page’s information.

[11] : First, Previous, Next and Last Page.
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Search:

Users click on [Search] link to popup the following Ul and search the particular
Emails according to the conditions such as the Date, Time, and IP....etc. Press
the [Submit] button to get the wanted records.

2R hitps://192_168.1 .90 - Webmail (Send) Search - Microso... 2 |[E1][BE]

Date:|2007-03-01  |& - [2007-03-27  |&
Time [ S:[ B[ [ >
IP:| [ More 1P...
Receiver:| |
Sender:| |
cc |
BCC:| |
Subject:| |
WebMail Type:|  ~|
| |
Submit
&= 2R SRR

Forward Email:i‘?-i

The following Ul will be popped up when click the icon“=k. In the blank field
users type the email account at where the email is forwarded.

iz Forward E-Mail

Forward to: | |

&
ol
B
(I
L]
i
b
i
A
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Convertor: [=]

The following Ul will be given if the icon [=] is clicked. Users use convetor to
change the characters if the subject is unreadable. This convertor transfers the
character in different formats such as zh-ch (Chinese), zh-sg (Singapore),
zh-tw (Taiwan), en (English), utf-8, JP (Japanese).

R hnps:/F192_168_1_106/mailfsub_con php?TYPE-POF3& cCHARSET-BI_. [C |[B]E]

&3 Conwverse Subject
Charsets || =h-tww
original :[Zhch by gemm muinss AT L A L B 1A A
View : WJ?%%EM&*%?%&E%% ~ BT 1 AH A
4
utf-=3
AP
& =R =R e

View Email content:

Click on the link called [subject] and the following Ul will be given to view the
content.

P = ] |

55
ez
Sunday, Tul10 j

- Cross-cultural offects on digostive disorders
- Ciffer TV rentals for $14. 99 a month
our Aeb dew T
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B. Instant Messengers (IM)

The instant messengers recording include:
1. MSN

2.1CQ/AOL

3. YAHOO

4. QQ

1. MSN

Recording MSN chatting includes relative information, like date, time, user id,
IP, partner id, conversation, files transferred.

ﬂqw ¥ Delete] . Disglay oo Qﬁﬁﬁiﬁﬂ}ﬂ 2 : 3| Canfr

No.ps[] @4 DateTime IP ser Handle Participants Account  Conversation  Count
100 23375%8 192188124 jos M4E5Ghatmail. com williamehengmea7 ur com b NONE  Comersation® & 0

2 0 2337523558 192165.1.165  whoopshank@hatrail com  harenBBB02045¢) yahao. com b NONE  Conversation I
19 e L paghanon e oo NOE  Conerdin 0

] T wefTotal 87 , Total Page 29, Current Page 1|

Features in this Ul:
[1] : MSN : Refresh the page.
Delete : Delete the record that is checked.
Display Set: To set up whether the page is to display the
information of attachement and conversation count or not.
Search : Users search the particular conversation records based on
the specified condtions such as date, time, ip...etc.

[2] :  Show Mode: To display either IP or computer name on this UL.
Every Page: It is to display how many records per page. Users
input the number and press the confim button to set up.

[3] : [l Checkbox: Records could be deleted by checking the
checkbox. The checkboxs could be checked respectively or
checked all by clicking the 1% one.

[4] : Wl Attachment: There will be a symbol appeared if there is more
than one attachments included.

[5] : Click on [ Conversation ] to view the conversation

[6] :  First, Previous, Next and Last Page.

[7]1 :  Current page’s information.
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Search:
Users click on [Search] link to popup the following Ul and search the particular
record according to the conditions such as the Date, Time, and IP....etc. Press
the [Submit] button to get the wanted records.

23 hitps://192.168.1.90 - MSSearch - Microsoft Internet E... [ |[B][X]

Date:| 20070301 |& - |2007-0328 &
Time: W |~ W w
IP :| |More IP...
'Dwner:| |
Wlmm:| |
ID :| |

&) FTRE 5 © M

Display set:

The following Ul will be given when click the link called [Display set]. The
information of attachment and conversation count is shown if both of
checkboxs are ticked.

A hps1192.168.1.007..[2 |[BfX]

Show Attachment [
Show Count

S P wEREE
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MSN conversation:
Click on the link called [Conversation], the following Ul will be given and then
you could view the whole session of chatting and transferred files.

S s | 12 168 1 1D - Miceon it Bxplomy

! . ol
L Db Tiens ; THOS0E17 112202 | Uses Handln ; Evary Page :[20 || Coofim |20

Flle
Sirm

[Raie. Timu Usar Handls Kleisage File Nams

JOEE-E
(e dir.
0817
12208
AELE7
 Berd |
08T
11322 20
e A
112230
T AT
-ﬁ:r'lé'f’ﬁ el Fhoteminal coen ih, bodlay s vary busy

AOERAT TR click here to

11 7245 Dpwmizad Bes

WE0617 SR s s download this

112248 g ===

00817 P T T transmitted file.

she M AT hotmul com Jaining the sesadon...
b O bl peen Halla

shel M G hetmal com 1 dm Kan

bl 30 hooenal coen ‘il ane you dong ?

Hi= I Anas

112308
20050817
17 3504
'f'll:'lé‘:‘t._ﬂ-l:.; w7 ErrrEn. com Leaving the session,,,
00607
112

'|1";7a|-"T T A ot T

A :J

EBye

el WiFrhotmail oo Jainimg the sessdon...
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2.1CQ / AOL

Recording ICQ / AOL sessions includes relative information, like date, time,
user id, IP, partner id, conversation, files transferred.

mlCOa‘AOL | I Delete | & Searche= 1 2 =$Show Mode : ©) 1P () PC Name | Every page mm
Ma3 |'D =4 Date-Time IP User Handle Participants Account — Conversation  Count
v T e B1EET2 Jliss WE  Comesaine 5 6

b T w={Total 1, Total Page 1. Current Page 1}

Features in this Ul:
[1] : ICQ : Refresh the page.
Delete : Delete the record that is checked.
Search: Users search the particular conversation records based on
the specified condtions such as date, time, ip...etc.

[2] = Show Mode: To display either IP or computer name on this UL.
Every Page: It is to display how many records per page. Users
input the number and press the confim button to set up.

[3] : L1 Checkbox: Records could be deleted by checking the
checkbox. The checkboxs could be checked respectively or
checked all by clicking the 1% one.

[4] : Wl Attachment: There will be a symbol appeared if there is more
than one attachments included.

[5] :+ Click on [ Conversation ] to view the conversation

[6] :  First, Previous, Next and Last Page.

[7]1: Current page’s information.
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Search:
Users click on [Search] link to popup the following Ul and search the particular
record according to the conditions such as the Date, Time, and IP....etc. Press

the [Submit] button to get the wanted records.
2 hiips://192.168.1.90 - ICQ/AOLSearch - Microsoft Interne._ (2 |[B1][X]

Date:|2007-03-01 |& - |2007-03-28 |&
Tmed W] M| S|~
IP :| |More IP...
IL']".n'-.lrner:| |
Whom:| |
ID 5| |
&) ENY

Display set:

The following Ul will be given when click the link called [Display set]. The
information of attachment and conversation count is shown if both of
checkboxs are ticked.

A hps1192.168.1.007..[2 |[BfX]

Show Attachment [
Show Count

S P wEREE
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ICQ conversation:
Click on the link called [Conversation], the following Ul will be given and then
you could view the whole session of chatting and transferred files.

Date-Time

2007-03-20
03:57:24
2007-03-20
08:57:25
2007-03-20
08:57:26
2007-03-20
08:57:27
2007-03-20
08:57:23

2007-03-20
03:57:31

2007-03-20
03:57:32

2007-03-20
08:57:35

2007-03-20
08:58:17

M T W

User Handle

193188372

195188572

195188572

193188572

195188572

193188572

195188572

195188572

245014533

Date-Time : 2007-03-20 08:57:24 | User Handle : 195188572

Message

11111

RN
333333333333333
444444444444
55555555555
click here to
download
transferred file.
a1

File Name File Size
_—
b i3 206.5K
573K
B0 1K

Total 9, Total Page 1, Current Page 1
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3. YAHOO

Recording Yahoo messenger chatting includes relative information like date,
time, user id, IP, partner id, conversation, transferred files and video
conference.

(7 VAROO | T Delete | R Searchp= | 2 wBliow ot 7T Waree | Every page ;3| Camim |
No.p[] (=4 DateTime IP User Handle Participants Account — Conversation Count

3 WD .

1. W] B4 192 168.1.238 talts LR superuserdemo NONE  SeComersation 1

] I fTatal T, Total Page 1. Current Page “F e

Features in this Ul:
[1] :  YAHOO : Refresh the page.
Delete : Delete the record that is checked.
Search: Users search the particular conversation records based on
the specified condtions such as date, time, ip...etc.

[2] = Show Mode: To display either IP or computer name on this UL.
Every Page: It is to display how many records per page. Users
input the number and press the confim button to set up.

[3] : L1 Checkbox: Records could be deleted by checking the
checkbox. The checkboxs could be checked respectively or
checked all by clicking the 1% one.

[4] : Wl Attachment: There will be a symbol appeared if there is more
than one attachments included.

[5] : Click on [Conversation] to view the conversation.

[6] :  First, Previous, Next and Last Page.

[7]1: Current page’s information.
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Search:
Users click on [Search] link to popup the following Ul and search the particular
record according to the conditions such as the Date, Time, and IP..
the [Submit] button to get the wanted records.

..etc. Press

43 hitps:/192.168.1.90 - YAHOOSearch - Microsofi Intern... (= |[B1][X]

® YAHOOSearch

Date:|2007-03-01 & - 20070328 | &
Time: ¥ || ~ v . w
IP :| | More IP...
'Dwner:l |
Wlmm:l |
Account:| |
D :| |

& TR = E

Display set:

The following Ul will be given when click the link called [Display set]. The

information of attachment and conversation count is shown
checkboxs are ticked.

A hps1192.168.1.007..[2 |[BfX]

Show Attachment [
Show Count

S P wEREE
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YAHOO Conversation & Video Conference:

Click on the click the link called [Conversation], the following Ul will be given
and then you could view the whole session of chatting and files transferred or

video conference.

JIHI‘.[H.' UL EL E A0 pabis s walasn _magupig P THE S = Sk raasl® Dl el

File Ede View Favortes Foch el

=101 x|

- < == = 23 2] A Dseach [GiFserkes reds b N Lk =1 o]
Beicwns [ hitos 07192, 168, 1. 600 vshoosyahon_meg.pho? Tt =] ea | Lnks ™ {SrSnecl 7
'??5_:3]:_6? vilerbauF 2 Mesiage Ade Yo Busy TP
"”-‘_"';ﬁ.';? w24 SrEsape eery busy
2005-08-17 N -
11 S0 22 -4 WERagne =74
;"I’i'*_‘:"a’ié" alerhs S5 BAesange Lunch logetier 7
T 11 ;;E;;F waberbon 0 Ilessage =
2005-08-17 o s
11 &0y 43 2a trasage Ok
P07 o i i
115504 28 AEEAagE B you labar 1 Z 2
WSO8 o Messscebye click this icon to
11:50 08 u
TELN  pericon veso T se€ the video ===y =y
_1??5_-\.5&1‘:? SR TP AT E e B ] Measage bys
el ] Tocsd @ #4 , Total Page : 1, Cosvond Pags 1 5|
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4. QQ

QQ records date, time, users handle and IP address, participant handle and

conversation content.
IB (0 | Delate |A nfomation | & Searche 1

No. (] =4 DateTime IP User Handle
0070320

1.3 0757 192168.1.10 72670102
20070316

2 I A7 192.168.1.10 72670102

TR

Features in this Ul:
[1] : QQ : Refresh the page.

eIy (e ;
Participants Acconnt ~ Conversation Count
NULL HONE 5 =Comversation 212
NULL NOWE  Comersation 38

7wil0tal 2, Total Page 1, Current Page 1|

Delete : Delete the record that is checked.

Information: Link to downlad QQ cracker to decrypt records.
Search: Users search the particular conversation records based on

the specified condtions such as date, time, ip...etc.

[2] ©  Show Mode: To display either IP or computer name on this UL.
Every Page: It is to display how many records per page. Users
input the number and press the confim button to set up.

[3] : [l Checkbox: Records

could be deleted by checking the

checkbox. The checkboxs could be checked respectively or
checked all by clicking the 1% one.

[4]: W Attachment: There will
than one attachments inclu

be a symbol appeared if there is more
ded.

[5] : Click on [Conversation] to view the conversation.
[6] :  First, Previous, Next and Last Page.

[7]1: Current page’s information.
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Search:
Users click on [Search] link to popup the following Ul and search the particular
record according to the conditions such as the Date, Time, and IP....etc. Press
the [Submit] button to get the wanted records.

43 hitps:#192.168.1.90 - QQSearch - Microsoft Internet Ex... = |[B1][X]

Date:| 20070301 % - 2007-03-30 &
Time: . |- . »
IP :| | More IP...
Dwner:| |
Wlmm:| |
ID ;| |

& B @ R

Display set:

The following Ul will be given when click the link called [Display set]. The
information of attachment and conversation count is shown if both of
checkboxs are ticked.

A hps1192.168.1.007..[2 |[BfX]

Show Attachment [
Show Count

S P wEREE
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Information- How to see the encrypted conversation:
The captured conversation in QQ will be all encrypted. This section tells users
how to download the QQ cracker to decrypt the information.

Step 1 — Download the QQ cracker:
The foIIowmg dlagram shows the steps to download the QQ cracker.

M=, ] @ Ihabs rlnu- L Uaar Handls Parsicipanis i rrew ruationd” s

1. 0O ﬁ',':,._i_‘{ 18T RN ML Commrsaton 1
2 0 :‘Em? i T2 160 1.0 FEEEHY MLLL Comwersabon 23
B | s '
i E -I il
i =3
& O L4 He. m FlisHame
! 20640
= {{._ﬁ i ST2464347 STA6434T 2006151437
M A0e0
a0 i 2 STaM64347
g B A 3 414058561 414
e - 4 V52310738 15
5 152310738 15 EW whup bt
[ 152210738 15 ;;:H' WmRAR REE * 174 MB
7 152310738 151 i 4
TN Total : 7, Total Pag| [(mew || _esw | =w |
TE-3 e
i IR N - —IE RN

Step 2 — Install QQ cracker into computer.
Decompress the file called “setup.tar.tar” to get the folder called “setup”. Open
it and press the setup.exe to get the installation.

fap e bar
= i E' ..... *—- 1. decom prass it

EL R

setup ferfar &

2. Get the setup folde
and open it

4
= | pﬂﬂ#‘n:ﬂ it siup = . , -
BH—tlitktnis file to get the e

instaliagton.
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The following diagrams show the steps of installation.
BEE)|

wWelcome to the QQ Password
Cracker GUI Setup Wizard

Thiz will install 00 Pazzword Cracker GUI 1.0 on pour
computer,

It iz recommended that you cloze all other applications befare
continuing.

Click Next to continue, or Cancel bo exit Setup.

I Mest » ][ Cancel

3! Setup - (0 Faevenad Cracker 601

Pazzwesd

T:.: rutsbabor o paprsced pmincied
b

Plaase priexds e pastwond, e chch, Hied o contnue. Patdwoids @ case-senidres

4d0a34ca8bfa9d9ea5 1e4f 130105 1da7

1%‘4 Setup - QO Password Cracker GO

Select Destination Location
“Where should 00 Password Cracker GUI be installed?

.—J Setup will install A0 Password Cracker GUI into the following folder.

To continue, click Mext. If you would like to zelect a different folder, click Browse.

| Browse...

Al least 7.8 MB of free disk space iz required.

[ < Back ” Hest > ][ Cancel
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ietup - QO Password Cracker GUI

Select Start Menu Folder
‘where should Setup place the program's shortcuts?

©3 2| Setup wil create the program's shortcuts in the fallawing Start Menu folder.

To continue, click Mexst. IF you would like to select a different folder, click Browse.

| .hﬂ Faszword Cracker GUI [ 4 __

< Back ” Mest » ]’ Cancel

ect Additional Tasks
hich additional tasks should be performed?

Select the additional tasks you would lilke Setup to perform while ingtaling G0 Password
Cracker GUI then click Mext.

| 5

Additional icons:

I teate a deskliop icore

< Back ” Mest » ]’ Cancel

Ready to Install

Setup iz now ready to begin ingtalling (0 Password Cracker GUI on your
cornputer,

Click Inztall ko continue with the installation, or click Back if pou want to review or
change any zettings.

{Iﬁ)estination location:
C:AQO_Password Cracker_GUI

Start Menu folder:
(0 Pazsword Cracker GUI 6

| Additional tazks:
| Additional icons:
Create a desktop icon

’ <Back || Instal |’ Cancel ]
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i‘".?'! Setnp - QQ Pagsword Cracker GUI @|§”‘z|

Completing the QQ Password
Cracker GUI Setup Wizard

Setup has finished instaling Q0 Password Cracker GUI on your
camputer. The application may be launched by selecting the
intalled icons,

Click Finish to exit Setup.

Launch 01 Password Cracker GUJ
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Step 3 — Decrypt the conversation.
Go to Export page to download the decrypted conversation file.

1 Iettpe V19T 163 1 203 - O FATSWORD INFOEMATION ..Hlnulll'l Intr et Explooer

1
=
Ha m Flee [ ame
1 572670102 |r.?:.="---|;:. ;'r-;:'.:l::*x| 2
2 ST2ET0102 ST2670102 200611112156
3 572464347 ST2464347 20061514373
3 4 B S ETH - ETHTE
5 41405
6 ez ATEWTIESE
L 13221 ) W STET0L0Z 20061111205
g 525 | =] By FROEERL - 160 BiITa
4 ey FE: 1700681508 3
10 15231
e ] Tatal

© TR

Run the QQ cracker and import the decrypted file you just download at the

previous step.

\QQ Password Cracker GUT m
Import Encrypted File Imnport Dictionary|File {optional) Option =
4 Range : :_D~_9 b
+ Lmited Tme ¢ [jiitless
1 :| @ 2 START! L e. .Ime !“mltless
m Use Cictionary F]
~ Command Detal 00 1D List
5 6
Password Information
Start Time | D | Password [ LimitedTime [ Range | Use Dictionary | Encry
1
7
< | >
welcome to QO pasword cracker!

ltem statement

1 |Import Encrypted File |Choose + or - button, add or remove to run files.

2 |Import Dictionary File |Dictionary file records the general passwords which
people may use. If you have own dictionary file, you
can import it into this cracker when you decrypt the
conversation.

3 |Option Range — Setup the possible combinations of
password.

Limited Time — Setup the max time to get the key.
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Even if this cracker does not still get the password for
you, the process will be stopped when time is out.
Use Dictionary — Cracker uses the dictionary’s
information to do the password matching if the
checkbox is ticked.

4 |START Start to run program button.

5 |Command Detail Show procedure for detailed information.
6 |QQ ID List Shows the history of QQ ID records.

7

Password Information |Shows the findings if password is found.

Get the password as shown in the following diagram.

"2 | QQ Password Cracker GUT

Import Encrypted File Imnport Dictionary Flle (optional) Option -

|572670102_200611112 anae o2 =
“ @ Limited Time :  |jimitless e
| ; | i)
| START! Lsa Dictionary |
=

Cornmand Detail Q0 1D List:

| range: 0~9 15 1102
| limited time: limitless |
| encrypted file: 572670102_200611112156

| use dictionary: nio

| Get password, saved to passwd_info docurment

Password Information
StartTime | ID  [Password|limited Time [ Range | Use Dictiohary | Encrypted File
1/11/2006 12:27:42 572670102 | 123456 rmithess 0~ 572670102 2006111121

2 % | >

we-lcome tDQQ passwo;’\-‘l- cracker'
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The section illustrates how to decrypt the decrypted file in order to see its
conversation with the following diagrams.

1 2 e
He. FileNais Lipieanes
Mo Diatas

Flewee enfer gg'h slfpasswond fex: 3199015 Dipp 1 234)

TN et ECE NS § ) - T FAST SO PR A TN - s rnend | misrmed Eaplosey
..l". Up-dake 1":- Fpoale informatis -.}' Exgmori 1'-..
Creste  Dwloie

Ha, 1 FileWams
[ ] [ | g, S L s T
- Tasalz 1, Toral Page : 1. Curent Page 1 Every Page =10

Frogam ram Fi=aze clode wmdow then g o Dip-dale

Ird ormsiros Toge mdormatom

&
i
|t
]
I

Date-Time User Handle  Type Message StartTime EndTime

2006-01-09
1720:33 572670102 Message
2006-01-09 . E
179039 572670102 Messagehi
2006-01-09 s
1790:39 572670102 Messagefaha
2006-01-09 2
1720:33 572464347 Messagehi g
2?252'3_13'39 7267002 MessagelFRATIEFAUIE T
(2006-01-09 i .
170099 419928842 MWessage HLFE 5 T
2006-01-09 e
17o0:3s 15928842 Message e
(2006-01-09
17003 72670102 MessageB RNEERT
2006-01-09
170039 972670102 Message T
lnnF-n-na T el
&% 5 @ WEER
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The update page shows the decrypting procedures.

2} hitps:#192.168.1 203 - QQ PASSWORD INFORMATION - Microsoft Internet Explorer

Undat_@/*Update Information *E}cpon
1 -
No.| Date-Tune Mssege
| 2006-01-16 _ _
1 102647 Lccount: 572670102 Password: 123456
2006-01-16 |
Al e TR
2006-01-16 .
3 100647 Start decrypt login data
4 Eo b get password key: 428043%a5a03f8 1275 150400 1 0ee3ad
| 102642 [
5 2006-01-16  |decrypting [16][/datas/2006-01-
10:26:42 06 _19:03:1U/572670102_200611112156] ... Success [
e i e 3 Currenr Pay Ty-Page 15— Confirm e
&) =R S P EEEn
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C. File Transfer

1. FTP

FTP records date, time, user IP, user ID, Password, and transferred files.

CO6EP0EET00e

i@ FTP | ‘ﬂ' Delete | IS Show Pass | & Search z—iShow Mode : @ IP O Mame | Every Page : | Confirm_|
Noy Date-Time IP User Pass Action FTP Server IP File Name
1.E SR 192,188.1.10 decision =g Ugload 192166.1249  requestionphp=m 5
2.3 ] 2?253;D1§D 182.188.1.10 decision G Upload 192.166.1.248 requestion.php
3 g LT 192.168.1.10 decision e Upload 192168.1249  requestion php
D e 192.166.1.10 dacision e Upload 1921651249 requestion.php
5. B 2?g531001§u 192.168.1.10 decision T Upload 192.168.1.249 requestion.php
oE e 192,188.1.10 decision e Upload 192168.1249  requestion.php
7.0 2?252;0130 182.188.1.10 decision i Upload 192.166.1.248 requestion.php
e 192.168.1 10 decision e Upload 1621681249 requestion php
o 0 A5 192.166.1.10 dacision e Dewnload 1921680249 indexd5.qif
0. O 2?g521005120 192.168.1.33 user e Upload 192.168.1.93 requestion. php
g Ao 192.168.1.33 user e Upload 192168193 requestion.php
o 2?252100150 162.165.1.33 user o Upload 192.166.1.93 requestion. php
ta g Al 192.168.1 33 user e Upload 162168193 raquestion php
e 192.166.1.33 user e Upload 192168193 raguestion.php
15. 0 20}_51_0'20 192.168.1.33 user e Upload 192.168.1.93 requestion. php
6 7 ={Total : 17926 , Total Page ; 1196 , Current Page 1|

Features in this Ul:
[1] © FTP : Refresh the page.
Delete : Delete the record that is checked.
Show Pass: Setup whether display password or not.
Search : Users search the particular records based on the specified
condtions such as date, time, ip...etc.

[2] :  Show Mode: To display either IP or computer name on this UI.
Every Page: It is to display how many records per page. Users
input the number and press the confim button to set up.

[3] : [l Checkbox: Records could be deleted by checking the
checkbox. The checkboxs could be checked respectively or
checked all by clicking the 1% one.

[4] © FTP password.

[5] :  Click on the file name to download.

[6] :  First, Previous, Next and Last Page.

[7]1 :  Current page’s information.
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Search:

Users click on [Search] link to popup the following Ul and search the particular
record according to the conditions such as the Date, Time, and IP....etc. Press
the [Submit] button to get the wanted records.

=10l x|
B

Date :|[2005-08-01 & ~ [2005-08-17 &
Time:l jl ﬂﬂ*l ﬂl j

IP: | more. ..

User : |

Action : I *I
FTP Server
1P :

|
File Name : |
D :||
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2. P2P

Peer to Peer (P2P), two computers are directly connected for transmitting the
data without going through anyone else.

B, I T A T s
;

] : f.""'I- [t 4 "I-:| i'ii-ﬁ :‘-:"ll-" Trm :!"Il'l--E |.| 1 fction
L R 5 o
A A " : sz %
IED i W - SR
ik ot
I 1 _|-":' 1] I e F w:ﬂ" W3
gk = i
i p I 1 R | HERIRESE ™ Wl
AL
10T e m posr & £ -

TERIHETT 12 Tl Tol ot W CetPie )
Features in this Ul:
[1] © P2P : Refresh the page.
Delete : Delete the record that is checked.
Search : Users search the particular records based on the specified
condtions such as date, time, ip...etc.

[2] ©  Show Mode: To display either IP or computer name on this UL.
Every Page: It is to display how many records per page. Users
input the number and press the confim button to set up.

[3] : [l checkbox: Records could be deleted by checking the
checkbox. The checkboxs could be ticked respectively or checked
all by clicking the 1 one.

[4] : IP: The target’s IP at where you capture the data from.

[5] :  Port: Display what port number the target use to transfer data.

[6] :  P-IP: The IP address where the target transfers the data to.

[7]1: P-Port: Shows what port number used by second party.

[8] :  Tool: Shows what tool the targets use to transfer the data.

[9] :  File name: Show the transmitted file name.

[10] : directory

[11] : Click on the file name to download.

[12] : First, Previous, Next and Last Page.

[13] : Current page’s information.
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Search:
Users click on [Search] link to popup the following Ul and search the particular
record according to the conditions such as the Date, Time, and IP....etc. Press
the [Submit] button to get the wanted records.

® P2P Search

Date :|2007-03-01 |& - |2007-03-30 &

Time:| M. ¥ #: &

IP =| | More IP...

Fﬂl‘t:l |

|
PPont | |

PP ;|

Tool :| w
|

File HName :

Action | VI

ID ;| |

&] Rl B @ HErzE
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D. WEBSITE

When targets surf websites, E-Detective system will record those addresses
(URLSs) and contents.

1. HTTP

HTTP records date, time, user IP /user name, URL. Content is retrieved by
clicking on the hyperlink (URL) to access the website on internet.

5 ©e6e000rCl0e®

In@ HTTP | T Delate | & Search*— 1 2-*Show Mode : &) IP O Name | Every Page :| Confirm_|
No. Date-Time IP URL
1 Fg 2005-10-20 17:01:50 192.168.1.22 5. mail2000. corn. t me 4
2 30 2005-10-20 17:01:46 192.168.1.22 mS. mail2000. corm.tw
3 Ll 2005-10-20 17:01:40 192.185.1.22 m&.mail2000. com. tw
4 O 2005-10-20 17:00:39 192 168.1.22 zfnir.nease.net
5 E 2005-10-20 17:00:39 192.168.1.22 zfinir.nease.net
B [l 2005-10-20 17:01:20 192.168.1.22 mS. mail2000. corm.tw
7 .2 2005-10-20 17:00:59 192.185.1.50 WA, ITIXIE. COM
g O 2005-10-20 16:558:55 192.168.1.21 starage.msh.cam
9 F 2005-10-20 16:58:12 192.168.1.22 YSERVE BNEWS. COM.tw
10. I 2005-10-20 16:58:12 192.168.1.22 yServer enews. corm.tw
11. (| 20056-10-20 16:58:12 192.168.1.22 gServer enews, com.tw
12 ol 2005-10-20 16:59:39 192 168.1.22 zfnir.nease.net
13. L} 2005-10-20 165:593:39 192.168.1.22 zfinir.nease.net
14. [F] 2005-10-20 17:00:35 192.168.1.22 ma. mail2000. corm.tw
15. .2 2005-10-20 17:00:30 192.185.1.50 mail.opi. yahoo.com
[Ma 1234567650 =5 6 =] Total : 195228 , Total Page : 13016 , Current Page 1

Features in this UL:
[1] = HTTP: Refresh this page.
Delete: Delete the record that is ticked.
Search : Users search the particular records based on the specified
condtions such as date, time, ip...etc.

[2] = Show Mode: To display either IP or computer name on this UL.
Every Page: It is to display how many records per page. Users
input the number and press the confim button to set up.

[3] : L1 Checkbox: Records could be deleted by checking the
checkbox. The checkboxs could be ticked respectively or checked
all by clicking the 1 one.

[4] © Click on [ URL ] to access the web site

[5] :  First, Previous, Next, Last page

[6] :  Current page information
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Search:

Users click on [Search] link to popup the following Ul and search the particular
record according to the conditions such as the Date, Time, and IP....etc. Press
the [Submit] button to get the wanted records.

A HTTE - Microsoft Internet Explorer =10 %]
=
Date :([2005-08-01 & ~ [200508-17 &
Time [ =] =I-] =I.] =
IP: I rore. .
URL :||
ID :||
Submit |
=
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2. Web Page [URL Content]

E-Detective System records original contents of the webpage such as
javascript, pictures. Those original contents were surfed by targets at that time.

@e0ProePrLl0ow

BEI{ISION:;;

Ig URL Content | TF Delete | S Search

(%]
DDDDDDDDDDDDDDR

Date-Time
2005-10-20 17:06:40
2005-10-20 17:06:38
2005-10-20 17:05:26
2005-10-20 17:06:29
2005-10-20 17:06:28
2005-10-20 17:06:20
2005-10-20 17:06:08
2005-10-20 17:06:06
2005-10-20 17:06:04
2005-10-20 17:06:03
2005-10-20 17:04:55
2005-10-20 17:05:39
2005-10-20 17:05:38
2005-10-20 17:05:50
2005-10-20 17:05:47

M« 123456789 wwl=f

Features in this page:

[1] -

[2] :

[3] :

[4] -
[5] :
[6] :
[7]:

IP
192.168.1.22
192.168.1.24
192.1685.1.24
192.185.1.22
192.168.1.22
192.166.1.22
192.168.1.22
192.185.1.22
192.168.1.22
192.168.1.14
192.168.1.22
192.185.1.50
192.168.1.50
192.168.1.22
192.168.1.22

4=[1210.200.181 213= §

[ 202.43.196.230
[ 203.112.80.102
[ 210.200.161.213
[1210.200.181.213
[ 210.200.181.213
[1210.200.181.213
[ 210.200.1681.213
[1210.200.181.213
[ 202.43.195.52

[ 220163176214
[ 207 B5.176.16

[ 207 B8.1758.18

1 210.200.181.213
[1210.200.181.213

URL Content: press to refresh.
Delete: Delete record which is ticked.
Search : Users search the particular records based on the specified

z—iShow Mode : ) IP O Mame | Every Page : _l Canfirm_|
URL

7—‘ Total : 49790 , Total Page : 3320 , Cumrent Page 1|

condtions such as date, time, ip...etc.

Show Mode: To display either IP or computer name on this UL.
Every Page: It is to display how many records per page. Users
input the number and press the confim button to set up.

L1 Checkbox: Records could be deleted by checking the
checkbox. The checkboxs could be ticked respectively or checked
all by clicking the 1% one.
[=] : Click on the red icon to view the source codes

Click on [ URL ] to view the page

First, Previous, Next, Last page
Current page information
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Search:

Users click on [Search] link to popup the following Ul and search the particular
record according to the conditions such as the Date, Time, and IP....etc. Press

the [Submit] button to get the wanted records.

43 URL Comtent - Microsoft Internet Explorer -0 x|

® URL Content Search

Date :([2005-08-01 & ~ [2005-08-17 &

Time [ =1 [ =1-[ =1.[ ]

IP:

more. ..

!
URL :||
ID :||

Subrnit |

=)

[

Source code: [=]

The following Ul will be popped up to show the source code of webpage.

A3 URL Content - Microsoft Internet Explorer

=10/

<scrpt langnage="Tava> cript">

i=I[CDATA]

rar pathString,

var WS AdsEmbed=0, M3AdsTUseFlash=0, M3NadsBGCOLOR="4#FFFFFEF",
MM adsMENT="FALZE", MEMads WIDTH=234, MEMadsHEIGHT=60,

fanction dlWnte 7622260 document write{'<a target="_hlank"
href="http ¥z msn com/ADO0OTVTE2226 277

height=60 border="0" alt=""Chcke &#3 2 here &#33," f=<fa=";}

var g _bShowFlash=false,

i (navigator. appWVersion indexOf " Win") =0 && parseFloat(hawngator. appVersion. substr
(navigator appVersion indexOF"WMSTE "H5))>=4) {document write{'<=SCR' + TPT
LANGUAGE=VE Scopt'™> ') document write" on ervor resume next 'n'); document. wiite
('g_bZhowFlash = { IsObject{Create Object("ShockwaveFlash ShockowaveFlash.4'))
(0" document write('=/SCE' + TPT\=";}

I:if(g;bShowPlash = true)
4] |

[PID=266057 1 &amp UTT=A&amp: TargetID=1058095 &armp; AN=573572015 &amp PG=IMSTT
sre="http:/global msads. net/ads/ 10867/0000010867_000000000000000198396 jpg" width=234

| »
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E. Telnet

E-Detective System records the browsing process from stem to stern when
targets go online via Telnet.

1. Telnet

Telnet function records date, time, User IP, and Telnet Server IP. Click on it
then the session information will be displayed.
T0e®

4 G00eeee®

lmTeInet | 1 Deelete | €8 Searchl— 1 Z%Show Mode : & IP O Mame | Every Page :| Confirm_|
No., Date-Time P User Pass Server Record File Size
1. 2?355'%%158 192.165.1.245 58.104.212.56 4 =Record File 838
2.3 E AT 192.168.1.245 59.104.212.56 Record File 83B
17:09:38
2005-10-18 :
30O 1318-03 192.168.1.20 140.131.7.3 Record File 1.2K
bl ]l 2gg5élulié8 192.165.1.245 55.104.212.204 Record File 838
2005-10-18
5 M 033945 192.168.1.245 59.104.212.204 Record File 838
6. . [F 28?5{;%;8 192.168.1.245 559.104.212.204 Record File 83B
7. H 2225{;%;7 192.165.1.245 55.104.212.204 Record File 838
B [ 23?53-.11102-;7 192.168.1.245 55.104.212.204 Record File 838
9. H 2385{1%&7 192.168.1.245 559.104.212.204 Record File 83B
10. O 2?g50-103-17 192.1658.1.245 211.74.187.95 Record File 10441
" 0O 2?353-.13;7 192.165.1.245 211.74.187.958 Record File B1.9k
2005-10-17 i
1200 132898 132.168.1.245 211.74.187.98 Record File 83B
2005-10-15 :
13 0 161459 192.1658.1.45 140117112 Record File 21K
14. [F] 2%50-&%;5 192.1658.1.24 140.112.18.32 Record File 1426k
15 O mgiéﬂ{;s 192.168.1.24 140.112.18.32 Record File 107 Bk
-5 6=|Total ; 30 , Total Page ; 2, Curent Page 1|

Features in this page:

[1] © TELNET: press to refresh
Delete: Delete the record that is checked.

Search : Users search the particular records based on the specified
condtions such as date, time, ip...etc.

[2] = Show Mode: To display either IP or computer name on this UL.
Every Page: It is to display how many records per page. Users
input the number and press the confim button to set up.

[3] : [l Checkbox: Records could be deleted by checking the
checkbox. The checkboxs could be ticked respectively or checked
all by clicking the 1 one.

[4] © Click on [ Record File ] to view the session of Telnet or BBS

[5] :  First, Previous, Next, Last page

[6] :  Current page information.
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View the browsing process:
The following Ul will be popped up when users click the link [Record File]. This
Ul acts as a video player. Users can view the browsing process from stem to

stern by press

Features in this page:

[1] :  This field on the top of this Ul is to show the user’s input.

[2] : Play: To show the information once a character.

[3] : Fast: To show the information once a line.
[4] : Copy: To copy the information selected on the top field.
[5] : Clean: To clear up the information on the black screen.

[6] :  Black screen: Information displayed on this screen.

Search:

Users click on [Search] link to popup the following Ul and search the particular
record according to the conditions such as the Date, Time, and IP....etc. Press
the [Submit] button to get the wanted records.

/2R Telnet Search - Microsoft Internet Explorer

® Telnet Search

Date :([2005-08-01 & ~ [2005-08-17 &
Time:[— =1 .[ =I-[ =] =
1| more.
D ;||
Submit I
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F. SETTING

1. Network Set

% NETWORK SET - DEVICE SET
Seur|
DEWVICE MODE CAPTURE STATUS
ethO Pl LSS E [ 192 1681 .69 255 255 255 0 192 168.1.255 192 .168.1 .1
eth
eth2
% Metwork Set - DNS Set
Configuration Default Mew Set
Primary 168.95.1.1
Second
% Network Set - Systemn Set
Swystem Action : Shut Dowwn || Reboot
Current System Time : 2006-09-18 11:21:40
: 2006 (> [05 (&) [18 3] [11 ][50 ] [usSetupa]
Server Time :
ear Month Day Hour Minute
Correct Time Zone : +H3 E

Features in this page:

e Device Set: Setup the system operation mode. The next section will
give more detail what those operation modes are and how to setup
the operation mode properly.

e DNS Set: Setup the DNS IP. The IP can be obtained from your ISP
providers.

e System Set: Adjusting the system time.
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Device Sets:

This section introduces what the system operation modes the user may
choose to set up for your ED system and gives an instruction in how to set up
those operation modes step by step.

The following Ul will be popped up once pressing the button [SetlIP].

% Metwork Set - Device Set

s 1 Pressit

Dewvice Mode Capture Status

eth( %
eth1 2 pops up this UL
eth2 i) Network Set - Device Set
eth3
Finished || Reset |
% Network Device Mode Capture Status

eth(
eth1
ethz
eth3

Metwork Set: (O Manage O Sender O Receiver (O Bridge

Simply says in the ED system’s behaviors, there are basically two behaviours
happened during the operation. One is to capture the data from targets;
another is to manage/analyse the data captured. These two behaviours can be
operated together in only one NIC card or separately operated in the different
NIC cards.

There are mainly 4 modes of operation for E-Detective which include the
following:

[1] :  Mirror Mode:

[2] :  Sniffer Mode:

[3] : Bridge Mode:

[4] © Sender/Receiver Mode:
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Mirror Mode:

In terms of Mirror Mode, it uses two NIC cards to operate, one is for capturing
the data, and antoher is for managing the data. The following diagram shows
the concept of how this mode is operated. The number 1 NIC card on the port
called “eth0” is connected to the top HUB/Swith to capture the data. The
number 2 NIC card on the port called “ethl” can be randomly connected to
top/sub Hub/Swith.

ﬁ Router

Firewall _L L _L

| | oy Serenr Serenr

etnll Mirror port .
input =LERRE HUB Or S\I'ﬂtl:h
E-Detective
LAN Card #1
ethil ]
ottt | Switch
LAN Card #2
eth1
! I

Prinder  Prinber Fhﬁ'mgﬂﬂﬁﬁ Computer Computer Computer Computer
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This section illustrates the way of how to set up the Mirror Mode with the
following diagrams step by step:

Step 1: Management Setup.
[1] :  Ticking the option “MANAGE”
[2] :  Selecting the NIC card called “eth0”.
[3] :  Setup the information of IP, Mask IP, Broadcast IP and Getway IP.
Please check with your network administrators if you are not sure
what those IPs are.

[4] - Press the button [Transfer] to submit.

i NETWORK SET - DEVICE SET

whinished || | Rasat

DNEVICE MODE CAPTURE STATUS
athD
athl
ath2
athd |
NEmmm MANAGE O SENDER > RECEIVER  BRIDGE
IP - |{152.168.1.20] —» 3

* Hethask : || 255 265 255.0
2 el = -
BroadCase = |[152 168 1.255

GotWay : [[152.188.1.1 Tnsfart—™ 4

M

Set2: Capture Setup.

[5] :  Pressing the button [Set] on Device ethl or eth2 or eth3. To set up
which NIC card is to capture the data.

% NETWORK SET - DEVICE SET :

| Finishss | _ Resat. .
HEVICE [ACHDE CAPTURE STATUS

ekl IAMNASE S 192165 1,201 355 255 2550 192 168, 1,255 15216511
ehl - 5 L

kil . | 1o

HETWORK SET:  MANAGE O SENDER O RECEIVER O BRIDGE
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Set3: Finish Setup:
[6] : Pressing the button [Finished], the system will reboot and setup
mirror mode for you.

% HETWORK SET - DEVICE SET

P

DEVICE MODE CAPTURE STATUS
ethD WM& GE - 192.165.1.201 255.255.255.0 152.1608.1.255 192.160.1.1
athi - G
elhid
eth3

NETWORK SET: MANAGE O SENDER O RECEIVER O BRIDGE
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Sniffer Mode:
This mode uses one NIC card to capture and manage the data. The following
diagram shows the concept of how this mode is operated.

(o

Router

-
Firewall é '

| | Sereer  Gepver Sarver

..... HUB

E-Detective

o'ttt |Switch

I
“I.E-.-i === -

Printer Printer Motebook Notebook Motebook Compuger Compater Computer Compifer
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This section illustrates the way of how to set up the Sniffer Mode with the
following diagrams step by step:

Step 1: Management Setup.

[1] :  Ticking the option “MANAGE”

[2] :  Selecting the NIC card called “eth0”.

[3] :  Setup the information of IP, Mask IP, Broadcast IP and Getway IP.
Please check with your network administrators if you are not sure
what those IPs are.

[4] :  Press the button [Transfer] to submit.

I.! HETWOREK SET - DEVICE SET

i Finishad || Rasat

DEVICE MODE CAPTURE STATUS
athl
athl
ethi2
ath3 |
H Emml’:‘m@ MANAGE ) SENDER  RECEIVER C ERIDGE
IP : |192.168.1.201] —» 3
Methlask - || 255 2585 25510
BreadCase : |[192.168 1.255

GetWay : |[152.168.1.1 Transfar— 4

2"_3”13 ¥

Set2: Capture Setup.

[5] :  Pressing the button [Set] on Device eth0 to set up which NIC card
is to capture the data.

iy NETWORK SET - DEVICE SET

| Finished || Reset |

DEVICE MODE CAPTURE STATUS

) —
ethd MANAGE l@’ 192.165.1.201 255,255 255.0 192.165.1.255 192.168.1.1
et

ath? . n
th3 . N

NETWORK SET: = MANAGE O SENDER O RECEIVER O BRIDGE
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Set3: Finish Setup:
[6] : Pressing the button [Finished], the system will reboot and setup
Sniffer mode for you.

Y HETWORK SET . DEVICE SET

6 (G fua]

DEWICE MODE CAPTURE STATUS
etk heAMAGE v 192.168.1. 200 255 255 25510 152 -160.1.255 192.160.1.1
elhl
eh2
k3

HETWORK SET @  MAMAGE O SENDER O RECEIVER O BRID GE

",
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Bridge Mode:
This mode uses two or three NIC cards to operate in the ED system. The
following diagram shows the concept of how this mode is operated.

(o

@ Router
>

Firewall L L L
| Sereer  Sereer Sareer
LAN card 21
athi .
E-Detective
LAN card #
etht [0 00 Switch

¢eJ08 AAAA

Porter  Prnter Mlotebook Nabebook Mot ebook Compiter Computer Computer Computer
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This section illustrates the way of how to set up the Bridge Mode with the
following diagrams step by step:

Step 1:
[1] :
[2] :
[3] :

[4] -

Bridge Setup.
Ticking the option “BRIDGE”
Selecting two NIC cards as shown on the following diagram.
Setup the information of IP, Mask IP, Broadcast IP and Getway IP.
Please check with your network administrators if you are not sure
what those IPs are.
Press the button [Transfer] to submit.

¢y NETWORK SET - DEVICE SET

| Finished || Feset |

DEVICE MODE CAPTURE STATUS
ethd
eth1
Bth2 : 1
eth3

NETWORK SET : O MANAGE O SENDER O RECEIVER lBRIDGE

BRIDGE 1 PORT : | eth0 v | > 2

BRIDGE 2 PORT : | eth1 |+
IP @ |192.168.1.60 —=y 3

NetMask : |255.255 2550
BroadCase : |192.168.1.285

GetWay : 192.168.1.1 Transfer >4

Set2: Capture Setup.

[5] :

This step produces one visual device called “br0” to manage the
data. Suggest Users here to choose this visual device “br0” to
capture the data as well.

"y NETWORK SET - DEVICE SET
Finished || Reset |
DEVICE MODE CAPTURE STATUS

ethd BRO

ethl BRO

ethz - Set

eth3 - Set

P
bl MANAGE 5 192.168.1.60 255.255.2565.0 192 168.1.255 192.168.1.1
NETWORK SET:  MANAGE O SENDER C RECEIVER  BRIDGE
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Set3: Finish Setup.
[6] : Pressing the button [Finished], the system will reboot and setup
the Bridge mode for you.

3y NETWORK SET - DEVICE SET

6 (nshedy [ Resci_|

DEVICE MODE CAPTURE STATUS
ethd BERO
ethi BRO
eth2
eth3
bl MANAGE c 192.1658.1.60 255.255.255.0 192.168.1.255 192.168.1.1

NETWORK SET:  MANAGE O SENDER O RECEIVER  BRIDGE
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SENDER/ RECEIVER Mode:

This mode uses two machines to operate in the ED system. One is called
Sender to capture the data and then send those data to another machine
called receiver. The receiver will manage/analyse the captured data once it
receives the data from the sender. The following diagram shows the concept of
how this mode is operated.

-
Doaeg

AN

l.l'll
fl’ ] 1
/ Switch or Hub

/ E.Detective FX100

 Decoder
" Setver

E-Detective FX30
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This section illustrates the way of how to set up the Sender/Receiver Mode
with the following diagrams step by step:

Step 1:

[1] :
[2] :
[3] :

[4] -

Step 2:

[5] :
[6] :
[71:

[8] :

Receiver Setup:

Ticking the option “RECEIVER”

Selecting one NIC card as shown on the following diagram.

Setup the information of IP, Mask IP, Broadcast IP and Getway IP.
Please check with your network administrators if you are not sure
what those IPs are.

Press the button [Transfer] to submit.

1% Metwoork Sl - Devicn St

[Einishede [ fisal

Davice Bods Caphme Stakn

wthi

wth1

Ll |

wthd

Metaoak Set Manage ) Sender CRecebeon O Brldge
P 192 1681 B0
2 Bl "™ 555 255 255 1 = 3

BroadCast - {192 1681 255

Gata'Way - (192 168.1 1 jeTmansier., | 4

Management Setup:

Ticking the option “MANAGE".

Selecting one NIC card as shown on the following diagram.

Setup the information of IP, Mask IP, Broadcast IP and Getway IP.
Please check with your network administrators if you are not sure
what those IPs are.

Press the button [Transfer] to submit.

'Y Network Set - Device Set

| Finished H Reseat |
Device Mode Capture Status
ethd RECEIVER 192.168.1.60255.255.255.0 182.168.1.255192.168.1.1
ethl -
eth2 -
eth3 - Set
5 RECEVER_IP : 192.168.1.100

Network Set = Manage O Sender  Receiver C Bridge

—»7

1P J192.168.1.100

Nethiask :|255 255 255 0
6 {1 |~ =
BroadCast :|192.168.1 255

Gatewvay :|192.168.1.1 IWI_’ 8
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Step 3: Capture Setup:
[9] :  Press the button [Set] to set up which NIC card to capture the data.

Y Network Set - Device Set

|Finished || Reset |

Device Mode Capture Status
eth0  RECEIVER Set 192.168.1 602552552550 192.168.1.255192 168.1.1
etht MANAGE \‘ 192.168.1.100255 255 255 .0 192.168.1. 255192 168.1.1
ath? . Set 9
ethd i Set

RECEVER_IP : 192.168.1.100

Network Set: ~ Manage O Sender  Receiver O Bridge

Step 4: Finish Setup:
[10] : Pressing the button [Finished], the system will reboot and setup
the Receiver mode for you.

('} Network Set - Device Set

10 «LFinished || Raset |

Device Mode Capture Status
eth0  RECEIVER . 192.168.1 B0255.285.255.0 192 168.1.285192.168.1.1
ethi MANAGE C 192.168.1.100255.255.255.0 192.168.1.285192.168.1.1
eth?
ethd

RECEVER_IP : 192.168.1.100

Network Set:  Manage O Sender  Receiver O Bridge
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Step 1: Sender Setup:

[1] :
[2] :
[3] :

[4] -

Step 2:

[5] :
[6] :
[71:

[8] :

Ticking the option “SENDER”

Selecting one NIC card as shown on the following diagram.

Setup the information of IP, Mask IP, Broadcast IP and Getway IP.
Please check with your network administrators if you are not sure
what those IPs are. The FTP IP is the receiver's ip address at
where the data will be sent to.

Press the button [Transfer] to submit.

% Network Set - Device Set

| Finished || Reset ‘

Device Maode Capture Status
ethd
ethi
eth2 - 1
ethd

Network Set : O Manage & Sender O Receiver O Bridge

-—’3

P [T5Z 168.166
Methask : |[255.255.255.0
2 l—|ctt0 ~|Broadcast : [192.166.1.255

GateMay @ [192.168.1.1

ETP IP :}192.168. 1 100 [ Transfar = 4

Management Setup:

Ticking the option “MANAGE".

Selecting one NIC card as shown on the following diagram.

Setup the information of IP, Mask IP, Broadcast IP and Getway IP.
Please check with your network administrators if you are not sure
what those IPs are.

Press the button [Transfer] to submit.

% Network Set - Device Set

| Einished .| [ Reset.|
Device Maode Capture Status
eth0 RECEIVER 192.168.1.65255.255.265.0 192.168.1.255192.168.1 1
ethi -
eth2 - Set
eth3 - Set
5 RECEVER_IP : 192.168.1.100

Network ‘h} Manage O Sender  Receiver O Bridge
P 192.158.1.51

i3 ...—’ 7
6 Methask ; [255.255.255.0
«etm v i3
BroadCast : 192.168.1.255

Gateway : [192.168.1.1 | Transfer = 8
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Step 3: Capture Setup:
[9] :  Press the button [Set] to set up which NIC card to capture the data.

¥ Network Set - Device Set

Finighead || Reszet
Device WMode Capture Status
eth0 SENDER 192.168.1.65255.255 2550 192.168.1.265192.168.1.1
ethil MANAGE Set \‘ 192.168.1.61255.255.255.0 192.168.1.255192.168.1.1
eth2 - Set 9
eth3 - Sat

RECEVER_IP : 192.168.1.100

Network Set:  Manage  Sender O Receiver O Bridge

Step 4: Finish Setup:
[10] : Pressing the button [Finished], the system will reboot and setup
the Sender mode for you.

_\
iy Network Set - Device Set

10 H_ Finighed || Reset

Device Mode Capture Status
ethd SENDER : 192.165.1.65255.255.255.0 192.168.1. 28519216811
ethl MANAGE C 192.188.1.51255.255,255.0 192.168.1. 28519216811
ath2
ath3

RECEVER_IP : 192.168.1.100

Network Set:  Manage  Sender OReceiver O Bridge
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DNS Set:

Enter the primary and secondary DNS provided from your IPS provider; press

the button [Reset] to set up.

_
¥ Network Set - DNS Set

Configuration Default New Set
Primary 192.168.1.3
Second

Shutdown/Reboot System & Time adjusting:

Users here can shutdown or reboot the system and adjust the system time.

_
'Y Network Set - System Set

o
System Action : | Shut Down Reboot

Current System Time : 2007 04-14 10:03:42

2007 (| [04 (%[ [14 v|[09 ¥ [48 | [uSEiupa]

Year Month Day Hour Minute

Correct Time Zone : |+ v E

Server Time :
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2. Storage

It shows hard disk utilisation information which includes hard disk capacity,
utilisation, and space left. Warning message is issued to administrator while
utilisation reaches the threshold. The statuses of memory and server port

number are also provided here.

- HD status
HD size Used Available size Available{%)
53 MG A0 T
{ System of Memory status
Type Total (KB} Available Size (KB} Available{%)
MEMORY 511632 [Slateh 1%
Swap 1052248 1052248 100%
= pdate
Type Byte Size
RX 2047655540 [1.9GiE)
TX ] 0.0
- Server status
Type Status Port
fip Cipen 21
ssh Open 22
smtp Cipen 25
pop3 Open 110
rpchind COpen 111
auth Dpen 113
https COpen 443
mysil Dpen 3306
ajp13 Open g009
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3. Services

Users press the buttons [Stop] to activate/de-activate the services as shown
on the following diagram.

X

% Server Setup

Service Status Action
SSH Start
Mail Server Start
Convert otop
Capture Data otar
Java Parser Start
Web Packet Parser stop
Packet Parser Start
AD Server Stop
Proxy stop
Flow otop
POP3 Start
IMAP Start
SMTP Star
FTP Start
P2P Start
MSN Start
Ica Start
YAHOO Star
00 Start
Telnet tart
Correct Time Zone stop
FireWall Start

Copyright © 2007 Decision Computer International Co., Ltd

71




Service

Function Description

SSH Carries out the far-end segment
Mail Server |To carry out data transmission via FTP.

To carry out the function of sending system emails.
Convert To carrie out the conversion of codes.

Capture Data

To capture the internet packets.

Java Parser

Java execution environment. To carry out the navigation bar.

Web packet|To handle the data related to web page such as http, http

Parser content, webmail, and webmail sender in ED system.

Packet To handle all data that is not related to the data handled by Web

Parser packet parser.

AD server To carry out the function of recording/displaying the
administrators’ name for each target.

Proxy Whether handle the data captured from proxy server or not.

Flow To carry out the function of flow monitoring in ED system.

POP3 To carry out the function of POP3 in ED system.

IMAP To carry out the function of IMAP in ED system.

SMTP To carry out the function of SMTP in ED system.

FTP To carry out the function of FTP in ED system.

P2P To carry out the function of P2P in ED system.

MSN To carry out the function of MSN in ED system.

ICQ To carry out the function of ICQ in ED system.

Telnet To carry out the function of telnet in ED system.

correct Time
zone

To carry out the function of adjusting system time.

FireWall

To activate/de-activate the function.
Function: Users can be able to specify what IPs can access into
ED system.
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FireWall:

It creates specific IP for allowing login to E-Detective System.

a Fire Wall Setap - Microzoft Internet Explarer _ | = | il
—
FireWall Setup
Create Allow IP : | Add
T Delete | 9 Delete All
— Allow IP
Mo Datas
=1
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4. Edit Password

User can be able to change his/her password here; the password might be the
combination of numbers, letters, and special characters. Remember to
contains at least 5 of numbers or letters or special characters.

T Edit pass

User account : root

“New pass : “ At least 5 sign

" Confirm new pass :

1 || Reset
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5. Backup Data

Auto Backup:

S Armo bac o

L2

1—;,1, " Howsr Dary S l=Taldg] e ek

OCF = " — o
Stamis : O Smop & Start
I I

L BacikUp Maodhle s

Modules = [=] PPCOP3 =] s TFP =1 it
EIFTP El masm (1= [ [ ]
(i o o [ D ElHTTF =] Do rdananc
=] vWEBMNAIL R FElvwWEBNWAILS =l TELNMET
=l =l P2
& TS T S—

Y Moty torget

Receiver - L i_._n_g.ﬁ.j.._-__ __
b =
Pl = Fle e o
L] sunnyizdecision. corm, bw
L Total 1 . Tortal FPoage 1 . Coarran® Page 1

Features in this page:

[1] :  Time: Automatic backup could be scheduled daily, weekly or
monthly.

[2] : Status: To Stop or Start auto-backup function.

[3] :  This button [OK] is to submit the time specified.

[4] :  This button [Reset] is to clear up time specified.

[5] ¢ Modules: User ticks which data type the system should
auto-bakcup.

[6] :  This button [OK] is to submit the modules selected.

[7] : User inputs the Email account on this field to set up where the
notification is sent to when the backup file is generated.

[8] :  This button [OK] is to submit the Email account.

[9] : L) checkbox: Emails could be deleted by checking the checkbox.
The checkboxs could be ticked respectively or checked all by
clicking the 1% one.
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Select direclony : ot 2007-04-10_13:33:13 80K 2007 _04_10_13_33_13.is0
3 * 2007.04-10_132304 728  2007_04_10_13_23_04 iso

r s 2007.03-30_121342 1M 2007_03_30_12_13_42.ise

” 2007403-30_11:24:0F 2B0M 2007 _03_30_11_24 07 .sso

» 20070330 090204 S36m 2907 0330 09 02 04 is0

Backup ltem @

- A
= MSH = G = Yahoo FE HTTP
URL Content  F Webmail EF Webmail (Send) F Talmet
= QQ = PP

[Coonm-vacrawrso

D Please ansure you have at least 700 ME fiee in HD

Delate = Ditectony Mame Size 150
1 e — 200704 23 _B8:18:01  S0M
2007-04-23_08:17-56 52K
2007-04-21_231526  90M
2 == ™ 2007-04-21_17-23:14 T4 2007 04 21 17 _23_14.iso
= 2007-04-10_1333:14  34M 2007 _04_10_13_33_14 10

2007 _03_30_09_02_04.iso

5 — bl

IS0 File : - b

COROMDVD : | ASUS CAW.SIIZAS v e |

Delete DNtectory o l—m.l—] e

Features in this page:

[1] :

[2] :

[3] :

[4] -

[5] :

[6] :

L1 checkbox: Ticking one or several checkboxes to make the
backup file. Checkbox could be ticked respectively or checked all
by clicking the 1 one.

This symbol is a link to delete the rawdata. Rawdata presents the
information on the ED system.

This symbol should be appeared if the rawdata has been taken to
backup an ISO file.

User chooses which data type should be involved in the backup
file.

This button [Make] is to start making the ISO file once pressing the
button.

The ISO files will get into this drop down list once the ISO file is
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[71:

[8] :
[9] :

generated. User selects the ISO file here and burns it into the CD.
ED system auto-scans the CDROM/DVD from user's computer.
User is able to choose which device to burn the ISO file.

This button [Burn] is to start burning the data into the CD.

User selects which backed-up ISO file you want the system to
delete and then press the button [delete] to start deleting.

FTP Backup:

The FTP Backup function here provides the function to transmit the backed-up
ISO file to a server specifed via FTP. The time to transmit the data is at 02:00
AM per day if this function is activated.

"ir FTP Legin Infermation

1 Ftp Host : 192.168.1.249
2 User : alluser

3 Password : ssssssss

4 Port Nember : |21

2 Directory : ISO_FILE
B el ON & OFF]

?-r” Subimit | Heset |

Features in this page:

[1] :

[2] :
[3] :
[4] -
[5] :
[6] :
[71:

Ftp Host: The FTP address at where the backed-up ISO file is sent
to.

User: The FTP username account.

Password: The FTP password.

Port Number: The FTP port number used to transmit the data.
Directory: The directory in where the backed-up ISO file is saved.
ON/OFF is to activate/dis-activate the FTP backup function.

The button [Submit] is to submit the conditions specified. The
button [Reset] is to clear up all values on each field.
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6. Domain
This fuction is to add the IP Domain where the information is captured from.

QlCIOISIERIT=L

‘O_J Note : If this Domain Mame has only one, then you cann't delete it |

nzggg?;,j

Del Domain List

00000000

Click on [Create], and add a new Domain as following format [network/ subnet
mask].

Explorer User Prompk

Script Prampt;

Pleaze input Domain [ex192.168.1.0/2585.255.256.0]
Cancel

192.168.1.0/255. 266 265.0
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7. Network Rules

E-Detective specifies specific network access rule in specific time. E-Detective
will issue warning Email to both the one who breaks the rule and the
administrator. This function corrects network access behaviour automatically
and no impact to the network. Administrator may establish policy by press
[Create] and [confirm] when set; modify the policy by [Reset]. You may set up
policy to rule the access activities of web surfing, Email, file transferring, ICQ,
AOL, MSN, Yahoo chatting, Telnet, and webmail.

Note: warning message is issued within one hour after the violation occurred

Columns display:
e Date-Time
Type
IP
Inform Account-1
Inform Account-2

Rule

You might also sort the data by above columns by a simply clicking on the title.

i @@@C(”GG‘?@(“(Z@@@

[ Fues 01 Useg histwork | i Delete | o Creatal= 4 2= Evory Page 220 [ anim |
M. Dt Tiee L Type Inferm Acc i lniform £ 12 Fule

3 F_ A005-10-21 101506 MEN 192169, vicdecision. com. e argsidecizion comiw  d==Rule

23 005 10-21 101757 MEN 192 168.1 10 kgrididecsion com by pang@decision com tw Rule

1 B3 200&-10-21 1016:54 ¥ARDO 192.153.1.20 arigs@decision. comtw kenZdecision.comtw Hule
m—ﬁ G =={ Total : 3, Total Page : 1, Cusvemt Page 1)

Features in this page:

[1] -  Rules Of Using Network: press to refresh
Delete: check the checkbox and press [ Delete ] to delete records
Create: [create ] popup create window

[2] : records per page<100

[3] :  Single delete or delete all

[4] - Click on [ Rule ] to view the rule

[5] :  First, Previous, Next, Last page

[6] :  Current page information

To create a new rule: fill what you want to define as followings and then press
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[Confirm].

Account : Insert domain or user IP
Type : "POP3 |
FSMTP |
"FTP |
TMSN |
"1CQ
"YAHOO |
THTTP |
"URL CONTENT |
"WEBMAILR |
TWEBMAILS |
"TELNET , - TELNET Server IP
Rule : "POPS3 | - E-mail Address or XXX.com.tw

F'SMTP , - E-mail Address or XXX.com.tw
"FTP , - FTPid, Server IP
FMSN | - specific MSN ID
"ICQ | - specific ICQ ID
"YAHOO | - specific YAHOO ID
THTTP | -insert keyword e.g. Yahoo, Hinet
"URL CONTENT | - insert keyword e.g.Yahoo, Hinet
"WEBMAILR | - insert keyword e.g.Yahoo, Hinet and server
type
"TWEBMAILS | - insert keyword e.g.Yahoo, Hinet and server
type
"TELNET , - specific TELNET IP
TATTACHMENT | - check the checkboxes

Setup Time : Format ! hour : minute ;| 24HR

Allow : "YES  allow to access in specific intervals, ' NO ; deny to
access in specific intervals, send warning Email while
violation occurs.

Inform User E-mail Address
account-1 :

Inform Administrator E-mail Address
account-2 :
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ft Internet Explorer ;IQI il

New Configuration

@ gy P |
Account :
O BY DOMAIN Ex: 1921681 50

Type :IF'OF'3 'I

E-mail :|
Rule : ™ Sender T Receiver T CC
Attachment ;| © Yeg @ No
SetupTime :I j ;I jﬂ-l j :I j

Allow :  Yas @ g

Inform account-1 : |

Inform account-2 :|

Reset Confirm
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8. Setup Mail

User provides one Eamil account and its SMTP name for ED system in order
to send out the system Emails such as daily report, warning emails.

“L SETUP MAIL
1 CLocal @ Remote: |msahinet net

2 Sender Email : wang. ricki@msa. hinet. net
3

ESewer requires authentication
Account :

4
assword :

|i__ ] 74 | @Reset | |SendTest?

Features in this page:

[1] © Local/Remote: The SMTP name. User ticks the local one if you have
set up the mail server locally.

[2] © Sender Email: User provides one Email account for ED system for
sending out the system Emails.

[3] :  Server requires authentication: Tick this option if the mail server used
requires authentication.

[4] : Provides the account name and its password here for authentication.

[5] :  The button [OK] is to submit the setting.

[6] :  The button [Reset] is to clear up the setting.

[71: The button [Send Test] is to test this function based on the gaven
condtions.

Testing the Mail Server Adopted:

The following diagram is popped up when user presses the button [Send Test]
at the previous diagram in this Setup Mail section. User inputs the Eamil
account where the message is sent to and press the button [Send] to test the
function to see whether it works or not.

<R htp=rf192 168 _1 90/messagme_trans setfsendtest php - Microsoft Intern___ E]I (| |@

Mlai o | |
Subject [Send Mail test 2007 0« 2= 1=2:22:17 |
Date: [z007-04-23 12:22:17 |
Content:
This is sending mail test
=Smtp sewver is msa.hinet.net
Sendeaer emaill s wanag. nekicomsa . hinet.net

| Send | [ Cancel |

Testresult :
Message:
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G. STATUS
1. Backup Record

Database logfiles is listed 10 records per page. Press all Record] to view all the
records.

4 DataB'L'i.. RO T

@_; Message : Only show top 10, Choose all record can look for all logfile
T Delete All Record
Backup Logfile

2005-10-21. 5gl.tyz

2005-10-20.sgl tyz

2005-10-19.sgl.tgz

2005-10-18. sql.tyz

2005-10-17 . 5gl.tyz

2005-10-16. 5l tyz

2005-10-15.sgl.tyz

2005-10-14.sgl.tgz

2005-10-13. 5gl.tyz

2005-10-12. 5gl.tyz

Ooooooooood

Press [All Record] to view all the records in the following window.

&2 DataBase Logfiles List

No. Logfile
1. 2005-10-21.sql.tnz
2 2005-10-20. =4l tgz
3. 2005-10-19 =gl tgz
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2. Port number

This function offers users to inspect each protocol for system and set port
number value, it can establish AD, MSN proxy port number manually.

-
S rwlces Suatirw
F oo sy Balesa0)
ST {ta) 25
SMMTF{fr ok 25
POk CE il cs i 110
PO P 3 {ta) 110
TPASIP (T aeiva) 143
ISP (R 145
FTF 21
Fel=m P aat 1853
Flimn P ro sy I8
Fisn Prosy Baes0
TELHET =3
] o AHCE O S50
B RO 2100
o AHCE O >3
B RO 5
o AHCE O S101
R -1 Ll ] 100
o AHCE O a1
R -1 Ll ] S
[ Lol ] S190
PN i e
Oy UTHE SO0
oy TP )
Oy TCP 445
oy TP ]
[supma_ | [ Detaun Set.|
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3. Online IP

E-Detective automatically searches IPs on network. If there is no IP list, the
amount of IPs is granted by license. Automatic searching is not targeting on
specific target. To target specific users, you might need to establish a target list.
You may also group them for better management. To specify a target IP,
please choose group function and edit the IP, hostname and group, press [on
line IP info] to view current status.

Columns display:

Status

Pc IP

Pc Name

At Least Time
Group

You might also sort the data by above columns by a simply clicking on the title.

# 0060

oeCCCoew®

*‘JJ Online IP List | i Delete | @) Create | £ Auto Search | 2 Hide IP | B Skip IP | € Import \pf- 1 2-—‘ 13 : 5| Every Page :| Canfirm_|
Neo. tA Statusd PclIP Pc Name At Least Time Group
1 Fg O=4 a 192 168.1.30 BlEE 2005-10-21 08:57:33 GROUP1
5] 3|:| o jtu] 192 168.1.10 BEST 2005-10-21 09:00:53 GROUP1
3. O O g 192.163.1.22 gl 2005-10-21 09:01:35 GROUPY
4, O O =] 192.168.1.12 T 2005-10-21 08:65:26 GROUP1
5. il @] g 192.168.1.14 & 2005-10-21 08:55:47 GROUP1
g F O 192 168.1.15 iTRE 0000-00-00 00:00:00 GROUP1
7. il (5] 192.168.1.51 s 0000-00-00 00:00:00 GROUPY
8. a (@] 216.156.193.130 7= 0000-00-00 00:00:00 GROUP1
) il O 192.168.1.21 = 2005-10-20 17:18:03 GROUP1
10 Fl O 192 168.1.20 e 2005-10-21 09:48:16 GROUP1
11 i) (5] 192 168.1.36 o 2005-10-201 14:58:35 GROUP1
12, O (@] 192 168.1.32 = 2005-10-20 15:12:18 GROUP1
13. il @] 192.168.1.593 = 2005-10-20 17:51:22 GROUP1
14, Fl 3 156.110.90.114 T 0000-00-00 00:00:00 GROUPY
15 i) ® 192 168.1.91 o 0000-00-00 00:00:00 GROUP1
[Me 123456769 wml=5 6= | Total : 300 , Total Page : 20 . Cunrent Page 1|

Features in this page:

[1] -

Online IP List: press to refresh

Delete: check the checkbox and press [Delete] to delete records
Create: [Create] to create IP

Auto Search: [Auto Search ] popup search window and edit IP range to
search

Hide IP:[Hide IP] to hide the IP records

Skip IP:[skip IP] to skip the IP from recording

Import:[ Import] import targeting IP list from Excel file.
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[2] :  records per page<100

[3] :  Single delete or delete all

[4] :  Edit IP to modify IP’s Infomation
[5] :  First, Previous, Next, Last page
[6] :  Current page information

Add an IP:

Single adding:

Click on [Create] to popup the window and insert IP, name and group. Click on
[Create] to add.

<} Create IP information - Microsoft Internet Explorer o ] 54
Create IP Information
PCIP PC Name Status At Least Time Group

| | [GrROUP1 =]

Create | Cluael

Multiple IPs adding:
Press [Auto Search] and then insert IP range to search IPs, check IPs on the
list and then press [Update] to add.

i0fstatusionline_anto php - Microsoft Intemet Explorer

=101 x|

=
IP Range :

Ex: 192.168.1.1,192.168.1.255

Search List

{q Update Total / Version : 17/65535
No. IP User Group

No Datas

Hide IP records:
Press [Hide IP]. Edit the IP that you want to hide.

Note: Record of the hidden IP is recorded on the background.
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a https://192.168.1.60/status/online_hide_ip-php - | I:I|£|
=
P : | Add
T Delete Every Page : [20 || Confim |
Mo. | IP
Mo Datas
Total : 0, Total Page : 0, Current Page 0
[
/&) Done l_ l_ E 4 Internet 4
Skip IP :

Click on [Skip] and insert specific IP. Press [Add] to add the IP to [Skip IP List].

<2} https://192.168.1.60/'status/online_skip_ip.php - 0] x|
-
IP:| Add
Skip IP List
T Delete Every Page : [20 || Confirm |
No. r IP
Mo Datas
Total : 0, Total Page : 0, Current Page 0
=
(&) Done l_ l_ E 4 Internet G
Input

Import targeting IP list from Excel file.

Format : IP ;: NAME ; GROUP

Note 1: Save Excel file as *.CSV
Note 2: No Chinese Bigb Name, please convert big5 code to Unicode.
Note 3: Setting the value of GROUP at [No.] column of [TOOL] = > [Group Set]

page.
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< https://192.168.1.60/status/ import.php o ]

=
&8 Import IP Csv
Select Language : | BIG5 b
Upload File : Browse...
Upload | Download
=
&) Done I_I_E|ﬂ Internet oz

Excel format :
A | B | ¢ | b E

192.168.1.1  Arise
192.168.1.2  Eric
192.168.1.3  Eill
192.168.1.4  Alex
192.168.1.5  Joe
192.168.1.6  Peter
192.168.1.7  Mary
192.168.1.8  Jean

192.168.1.1(]' 'Joanne I
IP

Name Group No.

— —= == = = = = =

1o e
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4. Login List

This shows the System log for security control. It displays the IP lists that tried
to login to E-Detective System (whether login success or login fail).

Columns display:

IP

Login ID
Login Time
Language
Status

You might also sort the data by above columns by a simply clicking on the title.

4 TPeoeroecroee

[ Loggn List | @ Detete Z-iiwm Pags ;- Confim |

Ho. <] IF Logim ID Login Time: Langmage Statas

i F: 192.163.1.10 ot AS-10-21 1130045 Emnglsh Login Success
2 3l 1921631 10 mat 051021 10:44-29 English Login Succass
3 8 192.153.1.10 manl H05-10-21 10:44. 29 Eriglsh Login Success
4 O 192.163.1.10 mot 2051021 (9:0a04 Erglish Login Success
B [ 192163110 mot 0051021 09030 Englsh Login Success
E O 192.168.1.33 nil 2005-10-20 1208 41 Erglish Login Success
T O 192,168,133 mot 2005-10:20 11:3-28 Englsh Login Success
B 192.163.1. 10 ot 2005-10-20 10:11-34 Englsh Login Success
8. O 192.169.1 33 mok 2005-10-13 0201136 Englizh Login Success
0 O 1921631 33 mot 005-10-18 09:11-29 English Login Fail
1" 192.168.1.25 mot 0051017 11:19:25 English Login Success
12 O 192.163.1 25 snl 2005-10-17 10:5650 Erglzh Login Success
13 192,168,126 ot 200510417 10:3009 Englsh Login Success
14 192.163.133 mot 20051017 0938012 GH_chirese Login Success
15 0 192.169.1.33 mot 2G-10-1F 92413 GB_chiresg Login Success

[ww 12505678 wml=dq 5 Total : 117, Toad Page : B, Comvent Pags |

Features in this page:
[1] ©  Login List: press to refresh
Delete: check the checkbox and press [ Delete ] to delete records
[2] :+ records per page<100
[3] : Single delete or delete all
[4] :  First, Previous, Next, Last page
[5] :  Current page information
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H. TOOL
1. Delete Data

In Time:
User deletes data based on specific service or protocol such as Email, Ftp,
Chat, Http, Webmail, and Telnet in the menu.

# Delete mode data

® In time O Schedule O Record Count

Made ; v

Date : W~ W
Time:| »|:| |~ ||
Field .| =

value -

Features in this page:
a. Mode: choose what data type you want to delete, e.g. POP3.
b. Date & Time: Delete the data within the period specified.
c. Field: To specify the item of record such as IP, sender, receiver.
d. Value: The value of the item of record.

Schedule:
User deletes all records at the time specified.

& Delete mode data

'In time & Schedule O Record Count
@ No O Every Day

Time Set: O Every Month 4
O Every Week v
| 0] || Reset
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Record Count:

User specifies the number of threshold for each type of data. The number here
means the number of limited record for each type of data. Only the latest
number of records is left if the actual number of record excces the threshold
specified.

For example: The threshold number for the data type POP3 is 50. The actual
number of records for POP3 is 55. ED system will delete the first 5 oldest

records in the POP3 and keep the latest 50 records.
= Delete mode data

o Intime ) Schedule & Record Count

POP3 : |50
IMAP : |20
SMTP : |30
WEBMAILR : [11
WEBMAILS : |22
MSH © |55
o s [11
YAHOD @ |22
FTP : |44
P2P : 13
TELMET : |12
HTTP : |13
DY MARIC : |5
Qo |2

oK || Stop

Delete All Data:
User inputs his/her account and password on the following diagram to delete
all data.

-/ Delete database all data

Account :

Pass :

O
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2. Group Set

The following diagram shows the group list and the members consisted.

E Group list

0 Unable to delete the group if there is any member consisted.

No. Delete Group name Name
sunny
1 * GROUP1 tost
e Dan't join graup root

. Create || Remame |

Create New Group:

The following diagram is popped up if user presses the button [Create] on the
Group List windows above. User inputs the group name and press the button
[Create] on the following windows to create new group.

a hitpz:/f192 1681 90 - Add Gronp - Microsoft Internet Explorer T“_Ib_(l

Create group

Group name : | L Create || Close

&) TR D P ErEE

Rename the group:

The following diagram is popped up if user presses the button [Rename] on the
Group List windows. User selects which group you want to modify and type the
new name on the blank field, press the button [Update].

3 https:21192_168.1.90 - Modify Gronp Name - Microsoft Internet Explorer M=

Update group name

Group : |select... ¥ Update for [Update ][ Close

&) TR S @ R
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3. Add Users

User is able to create new accounts for other users to login to ED system.
Type the user name and password; assign one this new member to specific
group on the drop down list. Press the button [OK] to make this creatatioin.

8! Creata User

“Login name :

“ Password : “ At least 5 sign

" Group : | Choose... %

1 || Heset
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4. System Warning

System warning consists of four main freatures as following:
e Alarm administers by Emalil if actual data size in HD capacity exceeds
the threshold specified.
e Upload the custom-made warning message.
e  System daily report.

HD Alarmer & Custom-Made Warning File.

PeOoee0eOrUEDdE

Emw-wm
1
| ——
Limmdeadiodn alarm Use® = 3 .—LI
Upload = [ -,-' _‘m_.
[ 1 1 2
g samiple. non unakle delsis!

[l Fils Namas

- =ample b=l

3 > eairang. 11

Features in this page:
[1] : Set up the percentage of threshold; if actual total data size in HD
capacity exceeds the percentage specified, ED system sends out the

warning file.
[2] © Upload the custom-made warning file.
[3] 1 * :To delete the warning file.

User specifies Email account and which Warning File the system sends to.

Ew-_“.mmm-
Forerard : -—
- Hualsfeet — 5
Warmn File : i |, O
1 [ B
Fule Dal E-Mall addyess "';ﬂlllllll'l Warm Flie
T Lot  sunnpiEdecision com e sunnyEgdecision. cam. b sample 1x1

Features in this page:

[4] +  Type the Email account where the warning file sends to.

[5] © The subject of the warning file.

[6] :  Select whch warning file that the system sends.

[71: * :To delete the Eamil account where the ED system sends warning
file to.
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Daily Report

T .
Sl minng - Dl §epeodt of Syrstenrs S1aties
Farwand : -
Sulject —— E
Mo, el Foorws o ol Subsject
o -___I____}'C catigsimal fu. edu b Drairy eport of syshem slalus

2 s £ P ] B C IS0 Coim D Drairy report of aysbem 15t
3 o R4 pchome com by JaERapchomg, Corm b

- -

Features in this page:

[8] :  Type the subject and the Email account where the daily report is sent to
and press the button [OK] to submit.

[9] : * : To delete the Email account where the ED system sends the daily
report to.
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5. Flow Warning

Flow warning function sends the warning message to both administrators and
the people who deplete too much internet resource to download/upload files.

Show Monitored IP
Press the link [Show Monitored IP] to show the targets who are being
monitored. The information for each target is shown as the following diagram.

Shaw AP | Admin Mal | Edt Mondared 1P | Inferval Time ; T2H 2007.04-21 13:19:36~2007-04-24 13:19:36 M\M‘
No IP In(Gigabits) OUT{Gigabits) Total(GigaBits) CheckSize Client Mail
VAR 0 0 0 00001 cat@strail fu edu b
2 192163121 0 0 I Pl mathB24@gmal. com
KRE AR 0 0 0 10 {aipeidecision@adl.com

Total , Total Page 1, Cument Page

Show All IP

Press the link [Show All IP] to show all online targets whom the ED system
captures the information from. The information for each target here is shown
as the following diagram.

o Montared P | Eit Ao M | Edt Montored P | Search P el T : T2 2007 420 (BT M4BT Bverypage: 0 || OK
l P InGigaBit (UT(Giyabitg Total Gigabits
No Dt

Total 0, Total Page 0, Current Page |

Edit Admin Mail

The following window is popped up if the link [Edit Admin Mail] is pressed. User
adds the Email accounts here and then the warning will be sent to those Email
accounts specified if there is any target monitored exceeds the quota.

Administrator Mail list

Aadd
W Delete Every page [20 || (=]
N (L] Admin Mail
1. [ decision_test@pchorme. corm. tw
2. Ll sunnyE@decision. corm. tw
Ml 1 M Total 2 , Total Page 1 . Current Page 1
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Edit Monitored IP

User creates the IPs you want the ED system to monitor their flow, or modifies
their information. Bandwidth (GB) in the following diagram means how much
quota you assign to the specific IP. Quota is total size of
downloading/uploading the files.

‘3 hitps:#1192.168.1 90/low/edit_IP php - Microsoft Internet Explorer Mi=E3
2| monitored IP List
IF Bandwidth{GE) Client Mail

| | I | [Add]

r Delete Every page

NO [] BW{GB} Client Mail

1. |E 192.168.1.20 0.0001 cat@stmail fju. edu tw

2.0 192.168.1 .21 20 math824iGE@ gmail. com

3O 192.1658.1.34 10 taipeidecision@@aanl.com

M 1 wew Total 3 , Total Page 1, Current Page 1
&= S © R

Search IP
A search engine searches the information of the specific IP.

AT i H A

EeIIET:

Pleaze enter wou want seamch IP

R

Interval Time (H)
The interval time here means to count the actual data size of
downloading/uploading files occurred in the specific hours ago for each target.

For example: The interval time here is 5 hours. ED system time is currently at
12:00 on 12/Dec/2007. ED system will then count the total size of information
occurred between 07:00 12/Dec/2007 and 12/Dec/2007 for each target.
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AT H AR

S-S HER T

Flease enter interval time (H)

HI:H
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. REGISTER

E-Detective system is activated via online certificated registration.

e Serial No
e Quantity (license of users)
e E-MAIL

Note: Registration shall be done via Internet.

“¥ Register Online

SeriaINu:l _| _| _|

Quantity :I

E-MAIL : |
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J. Data Search
1. Data Mining

E-Detective Data Mining uses the user's key word in data statement to easily
find out the data from (E-mail / POP3, SMTP, IMAP, Web-mail sender, Msn,
Icqg, Yahoo). It compares the content as well as arranges out the relative
keyword message.

1. Search by keyword is completely supported by the way of Boolean Logic.
® Key word

“&" and “AND”

OR

“NOT” not include

“NEAR”

User can key in the searching keyword, press [Confirm], then the system will
auto find out all the data including relative keyword.

23 hitps:#/192.168.1.90 - Data Mining - Microsoft Internet Explorer =13

& = L [

The system will connect to the main page and show the searching data after
selecting the numerical number.
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; https:ff202_39 29 27 - Data Mining - Microsoft Intemet Explorer

EoX

|
HELLO

£ PeoeeoeCCoer

<15 EMTP | W Delete | @ lgnoe | & lgnore and Delete | 3 Search

Ewvary Page ;|15

Ne. [0 @ Diate-Thime Sander [ Ci B Subject Biz
- 200E5-10-21 . )
J 14:04:28 brandhil@decision. com decision_tesigiihotmai Fw Find PCEHZES card in Windows 5P ik
— 2005-10-21 2
« O 14:08: 25 brandhil@decision com decision_tastgghotmai Fwe PCCOMS-Prblerm Jdk
= 2005-10-21 o ) )
0 14:04:21 srandhil@decision com decision_testighatmai Fw. Adbention Lasper 3k
- 005-10-21 B . : 3 )
4 14-0415 wrandhili@decision com decision_tesigghatmai Fw. NT Drvors b.ik
- 2005-10-14 schzikabs scha B e e e 5o v .
B 18 16:19 decision@decision com 1 sehofkeba co.al sch SOM3-Pobiem (need ungent reply) 4.9k
- N0E-10-14
e 5 E ey =1 " ] Gk
& 14-06-58 decisioni@decision. com 1 Engingernpiacy stme C Com pricing 0.9
~ 005-10-12 B I ) N
g 17:32:41 decisioniZdecision comil schagkeba com MUy 755 9k
20051012 B _ i "
a 11-01:44 decisioniEdecision com 1 QGiunggamowl com Pl for the ondes PO OFO31427 7Tk
e AN0E-10-11 -]
k] o = srhaiikebs i 5
- . | Thc 1] decisioni@decision. comil hzggkaba com Uy 1.9k
W Od 20111 - slockeniakumen com E-Detactms Inkamet forensic spplance 245 Gk
; 164006 decisioni@decision com 1 v tactm o 2
. 2005-10-11 arRG . Ewr E.Dict " A T
1 ] 15:-11-30 decisiongdecizion com 1 slockend skhumen com dacisior Fw E-Defactss: Intemet forengic spobsnce 2363k
2.0 2E0n B i siEinone com s cayman for the last st t 5Bk
pih 14:51:51 decisioni@decision. comi 1 VaRigsingnel. com By paymeen for ihe |85t shapmar =1
! O l-l- b—l- XU E [ 7 C F * + T e
3 08 12-10 decision@decision. com | hanig_kanf@decision w E-Detactme Intemet farsnsic spolsnce 13.3k
R e fockenak dacis Fw E-Defactae Intamet forensic sppkance 17k
95428 decision@decision com | sinckendakumen com acigior w E-Drefnciwer Intamst forensic spokan 7
sy L chang_kand@decision.c Fw E-Detactss Intamet farensic spplance 3 Gk
1310:81 decisioni@decision. com | J_FramgaRElal w k- wer I t forensic spoks i

Total ; 2% . Towl Fadge @ 2 , Cionient Page 1

2. Searching IP

User can key in "ip:" and add the IP number that for searching. Press [Confirm]
then the system will auto search the data including the relative IP.

E5X)

a https:ff202 39209 27 - Data Mining - Microsoft Internet Explorer

B B

The system will connect to the main page and show the searching data after
selecting the numerical number.
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; httpz:/f202 30 29 27 - Data Mining - Microzsoft Intermet Explorer

ip:192.168.1.50

. Click . Click . Click . Click o

EoX

@ v
ITE

£ GeoeroecCoeow

X msn ’l' Ddetn | * Digplay a1 | % Search

Mo. [] @ Date 'Il|| P
_ 205+ 1040 I ——
. O TR a2 168.1.50
2 [ e 162,168,150
1602 1681 501

LT

Show Meda ; = 1P 0 HamlewPagn [15 ][ Sonfim |

User Handle Participants Cemversation Count

shela 30 ot com decision_msngihotmal. com Conmeersation F. |
de0 a0 otmail com sheld 20Enotmail com Coreargation G5
el 308 ot cor de DA S hotmail com Coferrsation

Total : 3. Total Page : 1, Cumvent Page 1
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2. Search

The system provides advance search function. Information or data recorded

can be searched based on the setting search statement.

Search Conditions

O

Search The Condition Search Mode

Date : &~ &
Time: | ~):[ &~ &[] ¥ Al

Source IP: |

_ _ |

Bkt OSender OReceiver OCC OBCC %g
Subject : |
Webmail Type : | ==
FTF Server
FTF User:
P2P Tool: v/
P2P File : £
1
MSN Account: |2 A
[OlUser Handle [0Participants
1,
ICQ Account : |3 B+
[JUser Handle [Participants
1)
Yahoo Account: |2, ¥
[OUser Handle CIFarticipants
1
QQ Account: |7 8
[OlUser Handle [0Participants
URL : 8w
Telnet User o]
Other All
[ Reset ] I Search I [ Cloze ]

Item Description sample
FTP Server | The FTP IP address 192.168.1.249
FTP User The FTP user account
URL Uniform Resource Locator. www.yahoo.com.au
Telnet User | The user account
Other Searching the related information from all | Movie, casper, Tom

data type by the keyword.
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Example 1

Searching the records belonged to the specific source IP.

Step 1: Type the Source IP “192.168.1.20” and press the button [search].

‘ s ) Search Conditions ’ r

Search The Condition

Date : &~ &
Time : v::| v All

Source P [192.168.1.20 |

|
E-Mail Add : ;
i ress OSender COReceiver JCC OBCC %g

Step 2: Result will be shown.

‘ s ) Search Conditions , 1
Searchtheresult{@ ¢ @ 4 8 @ &=

Search The Condition
Date - G~ &
Time | ®[ oF[ S o ‘Results come up here Al

Source P ; [192.168.1.20

Step 3: Press the SMTP icon above, the records will be shown as the following
diagram.

i) ,
@ SMTP | 1 Delete | @ Ignore | @ Ignore and Delete | @ Search Every Page :’F”W
No. T @ Date Time Sender Receiver cC BCC Subject Size
20050817 B . Your Gmail account, valen0430@gmail.com,
. 10:27:58 keng@decision com tw keni@decision. corm.tw (o 719E
2 0 R kgen@demsmn TR ken@decision. com tw Fur SMTP ALARM RULE MAIL 13K
8 e e R e A P com ken@decision com.tw Fu: POP3 ALARM RULE MALL 18K
R Y] Total : 3, Total Page : 1, Current Page 1
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Example 2
Searching the records belonged to the specific source IP or Msn account.

Step 1: Type the Source IP "192.168.1.20", Msn account
“she0430@hotmail.com” and press the button [search].

Date &~ &
Tme: | M| M- B[ 8 Al
Source P |192.163.1.20 |

. |
E-Mail Address CISender CIRecaiver C1CC C1BCC %g

Subject |
Webmail Type | ==
FTP Server
FTP User
P2P Tool |
P2P File

1 |she0430@&@hotmail.com
MSN Account : |2 X
[¥llUser Handle [FFarticipants

Step 2: Result will be shown.

( } ) Search Conditions ’

Searchtheresuf @ @ @ X 8 @ &

Search The Conuitinn

|

Date &~ &
Tme: |~ [ ®R[ S [ ¥ \ Al
Source P [192.168.1.20 ‘ Rpglllfg cnnm un hprp
’ |
E-Mail Add :
A AGAIESS | Sender [TReceiver F1CC [1BCC %g
Subject : |
Wabrmail Type : | ==
FTF Server:
FTP User:
P2P Tool: ~|
P2ZP File : £
1 |she0430@E@hotmail. com
MSH Account : |2 &
FUser Handle [Participants

Step 3: Press the MSN icon above, the records will be shown as the following
diagram.
Show Mode : & P O_F‘C Marne | Every page

2w | i Delete | . Display set | R Search

No. [0 O Date-Time IP User Handle Participants Conversation Count
1 2007-04-24 ) . A
O 083942 192.168.1.20 she0430@hatmail. com kenlesB979Ehotrmail.com Canversation 23 =
2 2007-04-24 ; ’
IF 08:3148 192.168.1.20 shel430Ehotmail. com sem3185@&@hatmail.com Canversation 0
3jnmov [IF] 2?3?5?053 192.168.1.20 she0430@hatmail. com sunnyB24i@pchame. com. tw Canversation 2
4 O 2?3?1344$3 192.168.1.20 shel430&hotmail. com test3@decision. com.tw Canversation 5
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Example 3

Searching the records belonged to the specific Msn account.

S
- =
m— =
} ) Search Conditions
Search The Condition Search Mode
Date : | & ~| &
Time : 'I I 'I~ = I 'I All
Source IP :
E-Mail Address : I
™ Sender [7 Recaiver [T CC [T BCC Bl
Subject: |
Webmail Type : =l ==
FTP Server :
&
FTP User: |

1_|ariesD?24@m5n.cum
MSN Account : |3 [shel430@hotmail.com &
7 User Handle ¥ Participants

1

ICQ Account : | |
[~ User Handle I~ Participants

1]

Yahoo Account: | | ko]
[~ User Handle I~ Participants
URL : | 8=
Telnet User : | =
Other : Al

Reset | Search | C\osel

|&] pone ’_’_|§|° Internet

S|

The data finding based on the searching statement is user reference account
and participant reference account. User reference account as
[aries0724@msn.com] and participant reference account
[she0343@hotmail.com].

2 SeoeCoeCC@®
= - — : i -
2o SN | T Delete | ' Display Set | & Search Show Mode : @ IP © Mame | Every Page :
No. 7 @ Date-Time IP User Handle Participants Conversation Count
1. T W 2??52280127 192.168.1.20 she0430@hotrmail. com aries0724@ msn. corm Conversation 19
2. O 2??52280127 192.168.1.10 aries07 24 msn. com shel430@hatmail. com Conversation 20
a1 ww Total : 2 , Total Page : 1, Current Page 1
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So it can categorize as two combined groups:

1. User reference account as [aries0724@msn.com] and participant reference
account [she0343@hotmail.com].

2. User reference account as [she0343@hotmail.com] and participant
reference account [aries0724@msn.com].

Language instruction:

When you key in two textbox column, the first textbox column is as single
account [dc@decision.com.tw], the second textbox column is as single
account [web@decision.com], then checkbox column will be enable, but it is
not allow to modify and searching the data like as below:

[(user reference account = dc@decision.com.tw and participant reference
account = web@decision.com.tw ) or (participant reference account =
web@decision.com.tw and user reference account = dc@decision.com.tw )],
then use "and" combining the other searching coulmns.
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Example 4

Key in two or three user reference accounts and one participant reference
account at MSN/ ICQ/ YAHOO. [Select the pre-setting both reference accounts
of source and destination. The first column is for user reference account (of
source) and the other is for participant reference account (of destination)].

: search All - Microsoft Internet Explorer ;Iglzl
— =l
} ) Search Conditions
Search The Condition Search Mode
Date : | & ~| &
Time : 'I I 'I~ = I 'I All
Source IP :
E-Mail Address : I
™ Sender [T Recaiver [T CC [T BCC Bl
Subject: |
Webmail Type : =l ==
FTP Server :
&
FTP User: |

1_IariesD?Qd@msn.cum,chADQD1@hUImai\.CUm,diesws@msEQ hinet.net
MSN Account : |3 [shel430@hotmail.com &
[ User Handle ¥ Participants
1]
ICQ Account : | | o
[~ User Handle I~ Participants

1]

Yahoo Account: | | o}
[~ User Handle I Participants
URL : | 8=
Telnet User : | =
Other : Al

Reset | Search | C\osel

|&] bone ’_’_|§|0 Internet

S|

The data finding based on the searching statement are user reference account
[aries0724@msn.com or dc040201@hotmail.com or diesis@ms62.hinte.net]
and participant reference account aries0724@msn.com.

R msn | T Delete | ' Display Set | A4 Search Show Mode :  IP C Mame | Every Page :
No. [T @ Date-Time IP User Handle Participants Conversation Count
1. 0O 2?25128217 192.160.1.25 del40201&hatmail.com she0d30E@hatmail. com Conversation 3
2 - 2??5538037 192.168.1.33 diesis@rmeB2. hinet. net shel430g@hotmail.com Comversation 18
I i 2??52350127 192.168.1.10 atiesD724@msn. corn shel30@hotmail.com Comversation 20
M1 W Total : 3, Total Page : 1, Current Page 1

So it can categorize as three combined groups:
1. User reference account as [aries0724@msn.com] and participant reference
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account [she0343@hotmail.com].

2. User reference account as [dc040201@hotmail.com] and participant
reference account [she0430@hotmail.com].

3. User reference account as [diesis@ms62.hinet.net] and participant
reference account [she0430@hotmail.com].

Language instruction:

When you key in two textbox column, the first textbox column is as
[web@decision.com.tw ; ken@decision.com.tw] for multi-account (maximum
only 3 multi-account), the second textbox column is as sigle account
[web@decision.com] , then checkbox column will be enable, but it is not allow
to modify and searching the data like as below :

[(Participant reference account = dc@decision.com.tw and user reference
account = web@decision.com.tw) or (user reference account =
ken@decision.com.tw)], then use "and" combining the other seraching coulmn.

Copyright © 2007 Decision Computer International Co., Ltd

109



mailto:she0343@hotmail.com
mailto:she0430@hotmail.com
mailto:diesis@ms62.hinet.net
mailto:she0430@hotmail.com
mailto:web@decision.com.tw
mailto:ken@decision.com.tw
mailto:web@decision.com
mailto:dc@decision.com.tw
mailto:web@decision.com.tw
mailto:ken@decision.com.tw

Example 5

Key in one user reference account and two or three participant reference
accounts at MSN/ ICQ/ YAHOO. [Select the pre-setting both reference
accounts of source and destination, the first column is for user reference
account (of source) and another one is for participant reference account (of
destination)].

4} search &ll - Microsoft Internet Explorer =10) x|
- |
} ) Search Conditions
Search The Condition Search Mode
Date : | & ~| &
Time : 'I I 'I~ = I 'I All
Source IP :
E-Mail Address : I
™ Sender [T Recaiver [T CC [T BCC Bl
Subject: |
Webmail Type : =l ==
FTP Server :
&
FTP User: |

1 |she0430@hotmail.com
MSH Account : 2_|ariesD?24@msn.com;chAD2D1@hotmai\.com;diesws@msE? hinet.net &
[ User Handle ¥ Participants
1]
ICQ Account : | | i
[~ User Handle I~ Participants

1]

Yahoo Account: | | o}
[~ User Handle I Participants
URL : | 8=
Telnet User : | =
Other : Al

Reset | Search | C\osel

[&] ’_’_|§|° Internet

S|

The data finding based on the searching statement are user reference account
[she0430@hotmail.com] and participant reference account
[aries0724@msn.com or dc040201@hotmail.com or diesis@ms62.hinet.net |.

2w | 1 Delete | ' Display Set | & Search Show Mode : & IP © Name | Every Page :

No. [T @ Date-Time IP User Handle Participants Conversation Count
1. 0O 2?25128217 192.166.1.20 she0430@hotmail. com de040201 @hatmail. com Conversation 2
2 - 2??5538037 192.168.1.20 she0d30@hatmail com diesis@msB2 hinst.net Comversation 18
3. ionlJoor s 2??5238012? 192.168.1.20 she0430@hotmail cam aries0724@msn com Conversation 18
M1 W Total : 3, Total Page : 1, Current Page 1
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So it can categorize as three combined groups:

1. User reference account as [she0343@hotmail.com] and participant
reference account [aries0724@msn.com]

2. User reference account as [she0430@hotmail.com] and participant
reference account [dc040201@hotmail.com]

3. User reference account as [she0430@hotmail.com]and participant
reference account [diesis@ms62.hinet.net]

Language instruction:

When you key in two textbox column, the first textbox column is as single
account dc@decision.com.tw , the second textbox column is as multi-account
[web@decision.com]; ken@decision.com.tw (maximum only 3 multi-account) ,
then checkbox column will be enable, but it is not allowed to modify and
searching the data like as below :

User reference account = dc@decision.com.tw and participant reference
account = web@decision.com.tw or participant reference account =
ken@decision.com.tw, then use "and" combining the other seraching coulmn.
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Example 6

Key in two or three user reference accounts and without key in participant
reference account at MSN/ ICQ/ YAHOO. [Key in the account can be selected
by pre-setting either user reference account or participant reference account or
both. The first column is for user reference account (of source) and other is for
participant reference account (of destination)].

2} search All - Microsoft Internet Explorer al0l
o e

O » E

Search Mode

Search Conditions

Search The Condition

Date : | G~ I &
Time : 'I;I |~ 'I;I - All
Source IP :
E-Mail Address : I
" Sender I Receiver [ CC [T BCC Bl
Subject : |
Webmail Type : | =]
FTP Server :
&
FTP User: |

1_|ar\esD?2t1@msn corm; de040201 Ehot mail. com; diesis@ms62. hinet.net
MSN Accaunt : |7 | ;)
¥ User Handle W Participants

1)

ICQ Account : |5 |
7 User Handle [ Participants

1

Yahoo Account : |5 | k s}
7 User Handle [ Participants
URL: | B8dn
Telnet User : | ]
Other : | All
Rasst | Search | Close | El
] [ [& [ mtemet 7

The data finding based on the searching statement are user reference account
or participant reference account [ariesO0724@msn.com or
dc040201@hotmail.com or diesis@ms62.hinet.net ].

P00l E@®

s MSH | B Delete | '3 Display Set | & Search Show Mode : ™ IP © Name | Every Page :
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No. 7 @ Date-Time IP User Handle Participants Conversation Count
1. 0O 2?251585&7 192.166.1.25 del40201@hatmail.com aries0724@ msn. corm Conversation 3
2 - 2?251585&7 192.168.1.10 aries7 24@@msn.com de040201 @hatmail. com Conversation 2
3. m[] 2?25128217 192.166.1.20 she0430@&@hotmail. com de040201 @hatmail. com Conversation 2
4. O z?gig%;? 192.168.1.33 diesis@msb2. hinet.net aries0724@ msn. corm Conversation 3
5. O z?gig%;? 192.168.1.10 aries07 24 msn. com diesis@msb2. hinat.net Conversation i}
6 Z?SSDQEZWBY 192.1668.1.33 office_vicE@haotmail. com digsis@msb2. hinat.net Conversation 3
7.0 2??5588037 192.168.1.20 she0430@hotmail.com digsis@msa2. hinet.net Conversation 18
g O @ 2??52280127 192.168.1.20 she0430@hotmail.com anes0724@E msn. corm Conversation 19
W1 W Total : 8 , Total Page : 1, Current Page 1
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So it can categorize as six combined groups:

1.

User reference account as [aries0724@msn.com] and participant reference
account will be as any account.

User reference account as [dc040201@hotmail.com] and participant
reference account will be as any account.

User reference account as [diesis@ms62.hinet.net] and participant
reference account will be as any account.

User reference account will be as any account and participant reference
account as [aries0724@msn.com ]

User reference account will be as any account and participant reference
account as [dc040201@hotmail.com]

User reference account will be as any account and participant reference
account as [diesis@ms62.hinet.net]

Language instruction:

1.

When you key in the first textbox column as multi-account
[dc@decision.com.tw, web@decision.com.tw] (maximum only 3
multi-account), then checkbox column will be enabled, the data will be
searched like as below:

(user reference account = dc@decision.com.tw or user reference account =
web@decision.com.tw ), then use "and" combining the other seraching
coulmn.

When you key in the first textbox column as multi-account
[dc@decision.com.tw, web@decision.com.tw] (maximum only 3
multi-account), then only select the participant account at checkbox column,
the data will be serached like as below:

(participant reference account = dc@decision.com.tw or participant
reference account = web@decision.com.tw ) , then use "and" combining
the other searching coulmn.

When you key in the first textbox column as multi-account
[dc@decision.com.tw, web@decision.com.tw] (maximum only 3
multi-account), then select the participant account and user reference
account at check box column, the data will be searched like as below:
(user reference account = dc@decision.com.tw or participant reference
account = web@decision.com.tw or participant reference account =
dc@decision.com.tw or user reference account = web@decision.com.tw ) ,
then use "and" combining the other searching coulmn.
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Example 7
Key in one user reference account and without key in participant reference
account at MSN/ ICQ/ YAHOO. [Key in the account can be selected by
pre-setting either user reference account or participant reference account or
both. The first column is for user reference account (of source) and other is for

participant reference account (of destination)].

4} search All - Microsoft Internet Explorer

=10/

O

Search Conditions

»

Search The Condition Search Mode
Date : | & ~| &
e W1 BT W] W
Source IP :
E-Mail Address : I
™ Sender [7 Recaiver [T CC [T BCC Bl
Subject: |
Webmail Type : =l ==
FTP Server :
FTP User: | 2
1 |she0430@hotmail.com
MSHN Account : | | A
¥ User Handle W Participants
1]
ICQ Account : | | G
[~ User Handle I Participants
1]
fahoo Account: | | ko]
[~ User Handle I~ Participants
URL : | 8=
Telnet User : | =
Other : Al

Reset | Search | C\osel

|ﬁj Done

’_ ’_ E | Internet

S| B

The data finding based on the searching statement are user reference account
or participant reference account [she0430@hotmail.com]

No.
1.

@ m oW m M s W N

11

12

eoeeeeeCY@

Show Mode : = IP C Name | Every Page :

2 msn | M Delete | . Display Set | & Search

o Date-Time P
e At 192.168.1.14
] 2?253'552';7 192.168.1.20
2 2?2-5{5.82'17 192.168.1.25
] 2?2;5{3;82'17 192.168.1.20
e & 192.168.1.20
(] 2?353@8{17 192.166.1.20
= e 192.168.1.20
(] A 192.168.1.20
= 2??5588587 192.168.1 33
m! i 192.168.1.20
mow Y 192.168.1.20
i e 192.168.1.10
1w

User Handle

sevenrxB@hotmail.com
shel430@hotmail com
de040201 @ hotmail. com
she0430@E@hotmail.com
shel430@hotmail com
she0430@Ehotmail com
she0430@Ehotmail. com
she0430@Ehotmail. com
diesis@msE2. hinet.net
she0430Ehotmail. com
she0430@Ehotmail. com

aries07 24@msn.com

Participants
she0430@hotmail.com

wuedeng@hotmail.com
she0d30@Ehotmail.com
de040201 @hotrmail. com
milkmay0935@hotmail.com
rrptom007 @ hotrmail com
flyinghunters@hotrmail. corm
alexlind@msn. com
she0430@hotmail.com
diesis@@mst2. hinet.net
aries0724@msn.com

shel430@hotmail.com

Conversation Count

Conversation

Conversation

Caonversation

Conversation

Conversation

Conversation

Caonversation

Conversation

Conversation

Caonversation

Conversation

Conversation

20

Total : 12 , Total Page : 1, Current Page 1
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So it can categorize as two combined groups:

1.

User reference account as [she0430@hotmail.com] and participant
reference account will be as any account.

User reference account will be any account and participant reference
account is as [she0430@hotmail.com]

Language instruction:

1.

When you key in the first textbox column as single account
[dc@decision.com.tw] , then checkbox column will be selected only user
reference account and serached the data like as below:

(user reference account = dc@decision.com.tw ) then use "and" combining
the other searching coulmn.

When you key in the first textbox column as single account
[dc@decision.com.tw] , then checkbox column will be selected only
participant reference account and serached the data like as below:
(participant reference account = dc@decision.com.tw) then use "and"
combining the other searching coulmn.

When you key in the first textbox column as single account
[dc@decision.com.tw] , then checkbox column will be selected both user
reference account and participant reference account, then the data will be
serached like as below:

(user reference account = dc@decision.com.tw or participant reference
account = dc@decision.com.tw) , then use "and" combining the other
searching coulmn.

Copyright © 2007 Decision Computer International Co., Ltd

115



mailto:she0430@hotmail.com
mailto:she0430@hotmail.com
mailto:dc@decision.com.tw
mailto:dc@decision.com.tw
mailto:dc@decision.com.tw
mailto:dc@decision.com.tw

K. Reporting

E-Detective support completely strategic decision control of chart and report. It
can use user's requirement to set multi strategic decision analysic control
report. By these detail analysic data, you may easily judge and understand
more for using the internet activities and take advantage of the work efficiency.

The report can classify as:
1. Single functional report (Single Report)
(eg. IP of HTTP, the receiver of POP3 ...etc)
2. Group IP with Group Report (Group Report)
(eg. 192.168.0.2 and 192.168.0.5 compare with POP3, MSN, HTTP)

1. Single functional report (Single Report)

Step 1.
Indentify the period that the specific mode (service) to be displayed in the

report.
Mode: POP3 ~ SMTP -~ FTP - MSN -~ ICQ ~ YAHOO - HTTP ~ DYNAMIC -
WEBMAILR ~ WEBMAILS ~ TELNET

2} hitps:f/202_39.29 27 - Report - Microsoft Internet Explorer

m.T-:- Group

Mode ;| POP3 + | Field : Date-Time v
Start Date :2005-09-01 | & |00 ~ |- |00 +

End Date :2005:09-28 | & [23 | [59 +

Please Click Search Buttom
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a hitps:ff2002 39329 27 - Report - Microzoft Internet Explorer E”.E|E|

m‘Tn Group
Mode ;| POF3 v Field ; Date-Time |
Start Date ;20050901 | & (00 v |. 00 v|
End Date ;200509-28 | & |23 v|. |59 v|
Showe Chart Ewvery Page
Nao. Date-Time! Count File count File size
1 2005-09-03 2 a (STHR=1
2 2005-09-09 4 a 1023k
3 2005-09-15 2 a G2 Bk
4 2005-09-19 5 a 164 7
] 2005-09-27 3o 34 1.2m
MM T e Total : 5 , Total Page : 1, Current Page 1
Step 2.
Show Chart
a hitps:£f202 30 39 37 - Report - Microsoft Internet Explorer |Z”E|E|
IHIT-:- Group
Mode : POP3 | Field : Date-Time ~ v|
Start Date ;2005-09-01 | & |00 v |00 v|
End Date ;20050928 | & |23 v|. |59 v
show Chart) - Every Page :
Nao. Date-Timed Count File count File size
1 2005-09-03 2 1] B0.5k
2 2005-09-09 4 1] 102 3K
3 2005-09-15 2 1] B2.6K
4 2005-09-19 5 1] 164 7
5 2005-09-27 i 34 1.20
MM T e Total : 5 , Total Page : 1, Current Page 1
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- Print

fohart Typsd Bar Chan | Show Tog, 10 Som by Court ® change Chan EDowniaad Fila
T'ype: POP3 Field:Date=Time

a9

Bl

N
= @ @ W W
T ¥ F T T

lohart Typsd Fic Chant = Show Top, 10 = Som by Court ® changs Chan S3Downiaad Fils = Piint
Sort by:Count

Field:Date—Time

Type:POP3
Time : 2005=0%=0]1 (MI20072005=0M=28 23:59

2005-00-18(11.32%)

N

EONG~0D-08{ 5, T7E)

o 2006~09-00(7 . 55%)
T 2005-00-1503,77%)

Here can select

Chart Type :
® Bar Chart

® Pie Chart

Show Top : Can select to display the first 10, 20, 30 data.
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Sort by : data type
® Count : total data.
® File count : all included attched file data.

® File size : all included attached file size.

Change Chart
Select Chart Type, Show Top, Sort by. Clip Change Chart then can display you

the type you would like to display.

Download File
After clipping, it can download the file that shown on the present chart figure

(-png).

Print
After clipping, it can print out the present chart figure.

Note : Because the charset of sender and receiver of POP3, SMTP , webmail ,
and the user hangle and participants of YAHOO is not saved by unicode.When
showing the chart, you can choose the correct charset (unicode, big5,

gb2312)

Chart Types Bar Chart » Show Top: 10 ¥ Son hy:| Count "| lChﬂISeI: UTF-6 v I & Change Chart H0ownload File 2 Print

Type:FOF3 Field:Sender

Time:2005-10-01 00:0072005-10-22 23:59

Count

— 4] ]
e - =
¢ [ o
S [ :) O -
+ Q0 = :
[ o =7} o
= 2, = o)
(=] O = =
4] . @ =T)
< B ol
2 85 0§
3 = A
1 7} o <
3 oy (=] p-
- v v
I 2, o,
+ ol ]
W a, @
7] (i) 3]
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2. Group IP with Group Report (Group Report)

; hitps:/f202.39 29 27 - Report - Microsoft Intermet Explorer

1 |.I.I.I.|.LTCI Single
2[Datel:2005-10-01 | € |00 |- 00 v |~ |2005-10-08 | % |23 v |- (53 v
3[Protocalk Wlpops  EsMTP FIFTP FIMSN
“lIco FIYAHOD  MIHTTP DY NAMIC
[ WEBMAILR [#]WEBMAILS [¥] TELMET
4
5
>‘:—:ﬁ\II IF
7 xSelected IF| B
i@ Show Chartlg Every Page : | 10| confirm
No. P
1 192 168.1.12 8
2 192.168.1.16
3 192 168.1.17
4 192 168.1.18
5 192.168.1.201
5 192.168.1.202
7 192.168.1.203
5 192 168.1.204
g 192.168.1.206
10 192.168.1.207
MH 1234 wm Total : 35, Total Page : 4, Current Page 1

After select Group Report, it will display the following Group Report list

[1] :  Select the icon to directly connect to Single Report.

[2] ©  The report given by the setting is for date.

[3] :  Select the report needs to statistic which type (default setting: ALL,
it can choice multiple)

[4] © Can add the new IP by manual. After key in the IP at the back of
the text box, clip the mouse at the blank space on the screem, then
the key in IP will be added in the IP list.

[5] 1P list will be listed out the moment statistic IP. The selected IP
(was blocked) will make into a statistic list at next page (default
setting: ALL)

[6] : Can be deleted the data that listed in the IP. There has two ways
you can delete all or delete as you select.

[7]: The record IP list that have listed in the present E-Detective
system.

[8] : By using the mouse to select any IP, it can be added the IP to the
new IP list, the maximum can be selected 10 IP.

[9] : Display the figure.
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(&) Slow Valise O Net Show Valus '_*H:Iwmlhd File s Prird
Pt POP3 SMTPF FTF MSN K0 YAHOD HTTP DYMARIC WEBMAILR WEBMAILS TELMET
140 BS D o] a o] a 0 o 0 a o 0
14) En 12 17 12 234 23 1} ] 2304 E4d B i T
140 =8 33 18 2 a D a 0 3532 1BLF 40 1 B
140 k2] 1] 1] 130 1] i 1] 808 166 13 a 1]
140 ] 1005 ] 151 34 a i} 677 805 a 1] B
14) "= E:) =] 2 105 53 1} 0 A0S, 53r 2] 0] 3
140 ] 103 2 a7 4 a 0 1954 543 16 1] 2
140 FE Ell D o] 10 imn a 0 8533 e 4 2 1
Multiple IF te Hultiple Protocal
Tlme;Z005-1 1 D00~ 2005-10-08 £3:53
101,
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Appendix A: Q&A

e. | can not see any recording data after installation?

1. Make sure if you registered. When register success, OpenRaw will
execute.
Please input instructions at local host.
edetective:/# ps —x | grep OpenRaw
[ This “|“ is “Shift"+"\" ]
If OpenRaw is running correctly, you can see the following message.
./OpenRaw -t /datas/rawdata -i ethX
./OpenRaw -t /datas/rawdata -i ethX
./OpenRaw -t /datas/rawdata -i ethX
./OpenRaw -t /datas/rawdata -i ethX
./OpenRaw -t /datas/rawdata -i ethX
./OpenRaw -t /datas/rawdata -i ethX
./OpenRaw -t /datas/rawdata -i ethX
2. Please verify that system detect PCI WatchDog Card.
Please input the instruction at local host.
edetective:/# Ispci —n | grep 6666
[ This “|“ is “Shift"+"\" ]
If PCI WatchDog Card is installed correctly; you can see the following
message.
Class 1180: 6666:4100 (rev 02)
3. Please verify that there is IP address in “Online IP List”.

Note: Local host means you should directly connect monitor and keyboard to
E-Detective server.

f. How to change IP?

Local Host: Please refer to “Installation Guide” “Chapter 4. System
Configuration”;

Remote Control: Please refer to “* SETTING - Network Set ” in “User
Manual” “Chapter 2. E-Detective Function Description”.
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g. How to install hardware? Which mode is fit for Customer needs?

A: Please refer to “Installation Guide” “Chapter 2. Appliance Deployment”.

Note: If you choose Mirror Mode, Switch Hub should provide mirror function.

h. Can not backup “E-Detective” data? Or can not burn CD?

A: Please make sure your CD-ROM is installed in IDE2 or 1% slot of the

second bus wire.

i. Why files captured from FTP are *.txt?
Please right-click and select “save file as”, then modify the extension to
*.jpg, *.pdf, *.rar...etc.

j.  Can not capture data from MSN, ICQ or AOL server?
Please open port 1863 and 5190 on firewall.

k. Can not access “E-Detective” by browser after turn on “E-Detective”?
Please login by “https://” not http://, e.g. https://192.168.1.60.

I.  Only see IP address of Proxy server in records if | use Proxy server in
gateway. Is it correct?
Yes, just receive recording data of Proxy server if it is in front of gateway.

m. Why those forwarding items in E-mail records can not be forwarded
after setting?

All the settings will be initialed after one hour, and all the columns

“Sender”, “Receiver” and “Topic” should fit the forwarding rules.

n. After setting network access rules, “E-Detective” doesn’'t show any
alarm to system administrator. How come?
It will be active after setting new rules for one hour.

o. Can not open email directly in POP3/SMTP?
Please delete all the update package of “outlook express” in “add/remove
program” in “Control Panel”.
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